Pasi instalare ASA 5506 Threat Defense + Firepower Management Center


ASA-ul din demo Alef Distribution vine preinstalat cu soft-ul FTD 6.2.3 sau fara sistem de operare. Recomandarea este ca ASA-ul sa fie reinstalat de la 0. Managementul echipamentului pentru aceasta versiune se face doar cu FMC ce va fi instalat pe un server ESXI.

User-ul default: admin
Password default: Admin123

Pasi:

1. Se obtine imaginea de boot si imaginea de sistem pentru ASA 5506X  contactandu-ne la ro-tech@alef.com.
2. Se conecteaza la consola ASA 5506X, se intra in ROMMON 
3. Se configureaza parametrii de retea, se downloadeaza imaginea de boot si se instaleaza software FTD 6.2.3 (se poate folosi Filezilla Server pentru transferal imaginii de sistem de aici) (pag. 12-15 din fisierul Cisco_Firepower_Threat_Defense_64_Proof_of_Value_v16.pdf)
4. Se instaleaza FMC 6.2.3 pe ESXI (pag 22 – 28 – de la acest punct se foloseste ghidul Firepower Threat Defense 6.1 POV Guide - ver 2.pdf) 
5. Se conecteaza ASA5506X la FMC (pag 77 – pag 82)
6. Configurare ASA5506X din FMC ca si echipament ce doar “asculta” (mod passive) traficul clientului. Deci nu aplica nici o politica pe acel trafic. (pag 83 – pag 91)
7. Pas optional: Instalare Agent pentru a aduce user-i din AD in FMC (pag 98 – pag 111) 
8. Crearea de politici pe FMC pentru ASA5506X.
8.1. Politica initiala (pag 112 – pag 123)
8.2. Politica pentru fisiere (pag 124 – pag 126)
8.3. Politica de IPS (pag 127 – pag 130)
8.4. Politica de Control Acces (pag 131 – pag 138)
9. Update (pag 142 – pag 147)
10. Rapoarele (pag 151 – pag 154)


Mai jos este pus ghidul pentru a face PoV => “Firepower Threat Defense 6.1 POV Guide - ver 2.pdf” si ghidul initial de configurare sezor => “Cisco_Firepower_Threat_Defense_64_Proof_of_Value_v16”
Si un exemplu de raport ce se poate scoate dupa terminarea PoV-ului => “Raport-Audit-Security.pdf”
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Assessment	
  Period:	
  Tue	
  Sep	
  23	
  15:52:26	
  2014	
  to	
  Tue	
  Oct	
  	
  7	
  15:52:26	
  2014


(A	
  summary	
  of	
  the	
  assessment	
  results	
  starts	
  on	
  page	
  3)


RECOMMENDATIONS


I.	
  EXECUTIVE	
  SUMMARY


21 * 53


Risky	
  Apps Risky	
  Users High	
  Bandwidth
Apps


107 9 2792


Cisco recommends Company A deploy Cisco FirePOWER Appliances (NGIPS/NGFW) with App
Control	
  and	
  URL	
  Filtering	
  to:	
  
1. Reduce	
  your	
  application	
  attack	
  surface
2. Granularly	
  control	
  applications,	
  bandwidth,	
  URL	
  access	
  and	
  acceptable	
  use	
  policies
3. Get	
  visibility	
  into	
  network	
  risks	
  and	
  usage,	
  including	
  mobile	
  devices	
  and	
  BYOD	
  risk


Dangerous	
  Web	
  
Browsers


YOUR	
  NETWORK	
  PROFILE


26 0 1381 42
Operating	
  
Systems


Mobile	
  
Devices


Applications	
  In	
  
Use


File	
  types	
  
transferred


Encrypted	
  Apps Evasive	
  Apps


* AD	
  Integration	
  disabled


Cisco has determined that Company A is at a High risk due to the use of applications that are
potentially dangerous to the enterprise yet have low business relevance. 	
  These applications
may	
  leave	
  your	
  network	
  vulnerable	
  to	
  attack,	
  carry	
  malware,	
  or	
  waste	
  bandwidth.
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DATA	
  TRANSFERRED	
  
(MBYTES)


PRODUCTIVITY	
  
RATING


Very	
  Low
Very	
  Low
Very	
  Low
Very	
  Low
Very	
  Low


APPLICATION	
  
RISK	
  


Very	
  High
Very	
  High
Very	
  High
Very	
  High
Very	
  High


4


The	
  Pirate	
  Bay 2


21.72
36.15
0.03
0.01
0.04


APPLICATION
TIMES	
  


ACCESSED


MySpace 1,879


BitTorrent 3
Gnutella


II.	
  APPLICATION	
  RISK


APPLICATIONS	
  WITH	
  HIGH	
  RISK	
  AND	
  LOW	
  BUSINESS	
  RELEVANCE


ICA 146


Some applications carry high risk because they can be vectors for malware into the organization, possess
recent vulnerabilities, use substantial network resources, or hide the activities of attackers. Other
applications have low business relevance: they are not relevant to the activities of a typical organization.
When an application has high risk and low business relevance, it is a good candidate for application control
to reduce your application risk. You should investigate these applications to determine whether they are
important	
  to	
  control.


SUMMARY	
  OF	
  ALL	
  NETWORK	
  CONNECTIONS	
  BY	
  APPLICATION	
  RISK


2%	
   4%	
  


25%	
  


24%	
  


45%	
  
Very	
  High	
  


High	
  


Medium	
  


Low	
  


Very	
  Low	
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TIMES	
  
ACCESSED


APPLICATION	
  
RISK	
  


DATA	
  TRANSFERRED	
  
(MBYTES)


PRODUCTIVITY	
  
RATING


Microsoft	
  Update
Medium Low


Microsoft	
  CryptoAPI 1,699,263


2,922 Low Medium 4,319.68


Some applications encrypt data they process, causing security administrators to be blind to attacks and
usage patterns. With SSL decryption, administrators can look inside these applications and observe their
use. An SSL decryption appliance, such as a Cisco SSL Appliance, can decrypt SSL traffic inbound and
outbound: inbound by storing the certificates of private web servers, and outbound by acting as an
intermediary in browsers’ connections to the Internet. It is important to use SSL decryption to obtain
visibility	
  into	
  encrypted	
  applications	
  to	
  help	
  mitigate	
  this	
  potential	
  attack	
  vector.


Very	
  Low
200,412 Medium Low 15,851.20
55,530
1,519 Very	
  Low


High


Medium


17,427.27


Medium Medium 14,272.57
FTP	
  Data 1,226,928 Medium Medium 83,266.07
Facebook 1,086,484 Very	
  High Low 4,826.27


HIGH	
  BANDWIDTH	
  APPLICATIONS


Some	
  applications	
  use	
  a	
  substantial	
  amount	
  of	
  network	
  bandwidth.	
  This	
  bandwidth	
  usage	
  can	
  be	
  costly	
  to	
  
your	
  organization	
  and	
  can	
  negatively	
  impact	
  overall	
  network	
  performance.	
  You	
  may	
  want	
  to	
  restrict	
  the	
  
usage	
  of	
  these	
  applications	
  to	
  particular	
  networks:	
  for	
  instance,	
  a	
  wireless	
  network	
  may	
  not	
  be	
  well	
  suited	
  
for	
  video	
  streaming.	
  Or,	
  you	
  can	
  shut	
  down	
  these	
  applications	
  entirely	
  or	
  simply	
  get	
  visibility	
  into	
  how	
  your	
  
bandwidth	
  is	
  being	
  used.


107,371


APPLICATION


YouTube


2,796.36


APPLICATION
TIMES	
  


ACCESSED
APPLICATION	
  


RISK	
  
PRODUCTIVITY	
  


RATING
DATA	
  TRANSFERRED	
  


(MBYTES)


Outlook 401,759 High Medium


14,614.18
4,966.72


SymantecUpdates
MP4
MPEG


ENCRYPTED	
  APPLICATIONS


Amazon 384,476 Very	
  Low Low 7,217.45
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OTHER	
  APPLICATIONS	
  OF	
  INTEREST


155Hotspot	
  Shield


Anonymizers	
  and	
  Proxies	
  
(accesses):


Games	
  and	
  Recreation	
  
(accesses):


High Low 2.69


BitTorrent 3
Skype 2,120


Hideman	
  Login 1,062


Very	
  High Very	
  Low 0.01
Very	
  High Medium 12.59
Very	
  High Medium 5.72
Very	
  High Medium 0.01


DATA	
  TRANSFERRED	
  
(MBYTES)


APPLICATION
TIMES	
  


ACCESSED


EVASIVE	
  APPLICATIONS


APPLICATION	
  
RISK	
  


PRODUCTIVITY	
  
RATING


Other applications were observed that may be of interest and possibly candidates for control. Users may
use anonymizers and proxies to bypass your network security or cloak their identities. Gaming applications
may be distractions to productivity and use excessive bandwidth. Peer-­‐to peer applications are often
malware vectors. And remote administration applications may allow malicious users to control machines in
your	
  environment.


Infonline 6


Peer-­‐to-­‐Peer	
  and	
  Sharing	
  
(accesses):


Remote	
  Administration	
  and	
  
Storage	
  (accesses):


MSN(336),	
  cURL(336),	
  MS	
  Online(336),	
  
Windows	
  Live(321),	
  Skype	
  Tunneling(286),	
  
Pinterest(269),	
  Windows	
  Media	
  Player(268),	
  


Squid(191)	
  ,	
  Freenet(66)	
  ,	
  Hotspot	
  Shield(9)	
  ,	
  
SOCKS(3)	
  ,	
  Avocent(2)	
  


Facebook(1929)	
  ,	
  Scorecard	
  Research(627),	
  
Twitter(624),	
  Quantcast(620),	
  Google+(609),	
  
BlueKai(566),	
  Google+(609),	
  BlueKai(566),	
  


SSH(851)	
  ,	
  Telnet(649)	
  ,	
  TN3270(649)	
  ,	
  
syslog(518)	
  ,	
  RADIUS-­‐acct(461)	
  ,	
  RADIUS(411)	
  ,	
  


RDP(366)	
  ,	
  RDP(366)	
  ,	
  FTP	
  Data(336)	
  ,	
  


Evasive applications try to bypass your security by tunneling over common ports and trying multiple
communication methods. Only solutions that reliably identify applications are effective at blocking evasive
applications. You should evaluate the risks of these applications and see if they are good candidates for
blocking.
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DANGEROUS	
  WEB	
  BROWSER	
  VERSIONS


1,178,015,274


DATA	
  INBOUND	
  
(BYTES)


316,881,649
902,265
4,983,675
338,237,969


46,804
709,205
60,518
67,141
61,319


6,942,674,933


DATA	
  OUTBOUND	
  
(BYTES)


188,812,446
341,770
7,595,184
70,404,658


6,273


Hacking
Peer	
  to	
  Peer


Social	
  Network


4
5


1,524,896


Cheating
Keyloggers	
  and	
  Monitoring


126,718
211
2,790
48,922


39
11


Chrome
Internet	
  Explorer 5.5,	
  6,	
  6.0	
  (Compat),	
  7,	
  7.0	
  (Compat) 2718


57,800
11,460
3,944
4,056


10


BLOCKED


BROWSER VERSION NUMBER	
  OF	
  HOSTS


A profile of your network revealed the following old web browsers in use. Outdated web browsers are a
major vector for network malware and it is important to update them (or encourage users to). These
browsers	
  often	
  have	
  unpatched	
  vulnerabilities	
  or	
  carry	
  other	
  risks.


Spyware	
  and	
  Adware
Proxy	
  Avoid	
  and	
  Anonymizers
Phishing	
  and	
  Other	
  Frauds


Malware	
  Sites
Gross


URL	
  CATEGORY


12,	
  14.0.1,	
  15,	
  16,	
  2.0.0.16 74


The following web communications were identified that correspond to risky activity. Malware sites, open
proxies and anonymizers, keyloggers, phishing sites, and spam sources are all Web activities that can put
your networks at risk. It is wise to evaluate the use of URL filtering technologies to detect and control
communications	
  to	
  risky	
  sites.


Firefox


RISKY	
  WEB	
  BROWSING


0
Safari 0


CONNECTIONS
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Server	
  applications	
  include	
  web	
  
servers	
  such	
  as	
  IIS	
  and	
  Apache


Total:	
  263 Total:	
  975 Total:	
  109


THE	
  APPLICATIONS	
  ON	
  YOUR	
  NETWORK


This is a list of the top applications discovered in use on your network. Three types of applications are
identified and listed here: client applications (including web browsers), web applications (which run over
HTTP), and server applications (for example, web servers). Full visibility over all application types enables
you	
  to	
  get	
  better	
  perspective	
  on	
  how	
  your	
  networks	
  are	
  currently	
  utilized.


CLIENT	
  APPLICATIONS WEB	
  APPLICATIONS SERVER	
  APPLICATIONS


Client	
  applications	
  include	
  web	
  
browsers	
  and	
  other	
  desktop	
  
applications	
  that	
  access	
  the	
  


network


Web	
  applications	
  are	
  carried	
  
over	
  Web-­‐related	
  protocols	
  like	
  
HTTP	
  and	
  HTTPS.	
  Many	
  Web	
  


applications	
  operate	
  on	
  port	
  80.


The operating systems below were observed on your network. You should identify any operating systems
that	
  fall	
  outside	
  your	
  IT	
  policy	
  and	
  investigate	
  them	
  further	
  as	
  to	
  whether	
  they	
  should	
  be	
  permitted.


III.	
  ASSET	
  PROFILE


WSDD,	
  Kazaa	
  client,	
  TFTP	
  client,	
  
ICA	
  client,	
  TeamViewer…


ICQ,	
  Facebook	
  Apps,	
  Skype,	
  
WebSocket,	
  BitTorrent…


Kazaa,	
  RDP,	
  ICA,	
  WSDD,	
  IMAP…


THE	
  OPERATING	
  SYSTEMS	
  ON	
  YOUR	
  NETWORK


99%	
  


1%	
  0%	
  0%	
  0%	
  


Microsoj	
  


Google	
  


Linux	
  


Apple	
  


VMware	
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PDF
MOV


PDF	
  files
Multimedia


HTTP
HTTP


Archive


HTTP
HTTP


The following mobile devices were profiled on your network. Mobile devices may be vulnerable, especially
older or jailbroken versions. It is important to be aware of how mobile devices are used and set appropriate
security	
  policies.


FILE	
  CATEGORY FILE	
  TYPE


THE	
  MOBILE	
  DEVICES	
  ON	
  YOUR	
  NETWORK


DEVICE	
  TYPE VERSION COUNT


Archive ZIP 15,790


21
19


ZIP


Office	
  Documents MSOLE2
Office	
  Documents NEW_OFFICE


Archive 109,330
30,363
29,854


PDF
FTP	
  Data


PDF


SMTP


HTTP
HTTP


3,443
401
51


M
IS
C


HTTP
HTTP
HTTP


4,170


MSOLE2 890 POP3Office	
  Documents


Archive 7Z 3,265 FTP	
  Data
Office	
  Documents NEW_OFFICE 1,260 POP3


PDF	
  files


DO
W
N
LO


AD
S


U
PL
O
AD


S


Archive GZ
Archive ZIP
PDF	
  files


HTTP


THE	
  FILES	
  TRAVERSING	
  YOUR	
  NETWORK


COUNT


284,236MSCAB
SWF


PROTOCOL


232,978Multimedia
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IV.	
  RECOMMENDATIONS


Profiles	
  hosts	
  on	
  the	
  network,	
  including	
  network	
  infrastructure,	
  desktops,	
  
servers,	
  mobile	
  devices,	
  virtual	
  machines,	
  and	
  many	
  others.


Identifies	
  over	
  1,500	
  applications,	
  including	
  client	
  applications	
  that	
  run	
  on	
  
desktops,	
  server	
  applications	
  such	
  as	
  Web	
  servers,	
  and	
  Web	
  applications	
  carried	
  


over	
  HTTP.	
  Profiles	
  application	
  actions,	
  like	
  the	
  ability	
  to	
  send	
  email	
  or	
  chat	
  
using	
  a	
  Web	
  mail	
  application.


Despite existing protections, your organization’s application usage exposes it to added risks. This
assessment, which contains a profile of your network, has identified risky assets. New countermeasures and
security	
  controls	
  are	
  required	
  to	
  mitigate	
  the	
  risks	
  to	
  these	
  assets.


Cisco	
  recommends	
  that	
  FirePOWER	
  Appliances	
  with	
  Application	
  Control	
  and	
  URL	
  Filtering	
  are	
  depoyed	
  to:


	
  	
  	
  	
  1)	
  Establish	
  continuous	
  network	
  visibility	
  into	
  its	
  application	
  and	
  asset	
  risk.
	
  	
  	
  	
  2)	
  Augment	
  its	
  existing	
  controls	
  in	
  order	
  to	
  mitigate	
  this	
  risk


1)	
  ESTABLISH	
  CONTINUOUS	
  NETWORK	
  VISIBILITY	
  INTO	
  APPLICATION	
  RISK


NEW	
  CAPABILITY	
  


Existing	
  security	
  infrastructure	
  provides	
  inadequate	
  protection	
  against	
  application	
  and	
  asset	
  risks.	
  Cisco	
  
recommends	
  deployment	
  of	
  network-­‐based	
  protections	
  via	
  FirePOWER	
  Appliances	
  (NGIPS/	
  NGFW).	
  These	
  
will	
  provide	
  the	
  following	
  new	
  capabilities	
  and	
  benefits	
  to	
  augment	
  your	
  network	
  visibility:


BENEFIT


Profiles	
  hosts	
  and	
  identifies	
  communications	
  that	
  are	
  of	
  unusual	
  bandwidth	
  or	
  
hosts	
  that	
  are	
  running	
  inappropriate	
  applications	
  for	
  the	
  environment.


Network	
  Map


Application	
  Awareness


Mobile	
  Awareness


Real-­‐time	
  Contextual	
  
Awareness


identifies	
  and	
  profiles	
  mobile	
  devices,	
  including	
  iOS,	
  Android,	
  Amazon,	
  
Blackberry,	
  and	
  other	
  mobile	
  device	
  types.	
  Identifies	
  jailbroken	
  devices.
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2)	
  AUGMENT	
  CONTROLS	
  TO	
  MITIGATE	
  RISK


Deploying	
  additional	
  countermeasures	
  can	
  help	
  mitigate	
  the	
  risk	
  applications	
  pose.	
  These	
  measures	
  may	
  
entail	
  reduction	
  of	
  the	
  application	
  threat	
  surface	
  and	
  blocking	
  risky	
  URLs.	
  Cisco	
  recommends	
  deployment	
  of	
  
network-­‐based	
  protections	
  via	
  FirePOWER	
  Appliances	
  with	
  Application	
  Control	
  and	
  URL	
  Filtering.	
  These	
  
provide	
  the	
  following	
  new	
  capabilities	
  and	
  benefits:


NEW	
  CAPABILITY BENEFIT


Granular	
  Application	
  
Control


Reduce	
  potential	
  area	
  of	
  attack	
  through	
  granular	
  control	
  of	
  thousands	
  of	
  
applications.	
  Filter	
  and	
  enforce	
  usage	
  policy	
  on	
  millions	
  of	
  URLs.


Control	
  on	
  a	
  database	
  of	
  millions	
  of	
  URLs,	
  by	
  risk	
  or	
  productivity	
  characteristicsURL	
  Filtering


Virtual	
  Protection Protect	
  VM-­‐to-­‐VM	
  communications	
  the	
  same	
  as	
  physical	
  network


In	
  addition,	
  Cisco	
  offers	
  NGIPS	
  capabilities	
  and	
  optional	
  Advanced	
  Malware	
  Protection	
  for	
  networks	
  and	
  
hosts,	
  to	
  help	
  better	
  protect	
  against	
  the	
  latest	
  threats.	
  Please	
  contact	
  your	
  Cisco	
  representative	
  or	
  reseller	
  
for	
  more	
  information.
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CONTACT	
  US
Want	
  to	
  learn	
  more	
  about	
  getting	
  this	
  information	
  on	
  your	
  network?	
  Go	
  to	
  
http://cisco.com/go/security	
  and	
  request	
  a	
  live	
  demo.


ABOUT	
  CISCO
It’s	
  no	
  secret	
  that	
  today’s	
  advanced	
  attackers	
  have	
  the	
  resources,	
  expertise,	
  and	
  persistence	
  to	
  
compromise	
  any	
  organization	
  at	
  any	
  time.	
  As	
  attacks	
  become	
  more	
  sophisticated	
  and	
  exploit	
  a	
  
growing	
  set	
  of	
  attack	
  vectors,	
  traditional	
  defenses	
  are	
  no	
  longer	
  effective.


It’s	
  more	
  imperative	
  than	
  ever	
  to	
  find	
  the	
  right	
  threat-­‐centric	
  security	
  products,	
  services,	
  and	
  
solutions	
  for	
  your	
  current	
  environment.	
  These	
  solutions	
  must	
  also	
  easily	
  adapt	
  to	
  meet	
  the	
  evolving	
  
needs	
  of	
  your	
  extended	
  network,	
  which	
  now	
  goes	
  beyond	
  the	
  perimeter	
  to	
  include	
  endpoints,	
  
mobile	
  devices,	
  virtual	
  machines,	
  data	
  centers,	
  and	
  the	
  cloud.


For	
  nearly	
  three	
  decades,	
  Cisco	
  has	
  been	
  a	
  leader	
  in	
  network	
  security	
  protection,	
  innovation,	
  and	
  
investment.	
  Our	
  expertise	
  and	
  experience	
  helps	
  us	
  increase	
  intelligence	
  and	
  expand	
  threat	
  
protection	
  across	
  the	
  entire	
  attack	
  continuum	
  for	
  a	
  level	
  of	
  security	
  you	
  can	
  build	
  your	
  business	
  on.


Cisco	
  delivers	
  intelligent	
  cybersecurity	
  for	
  the	
  real	
  world.
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Assessment	
  Period:	
  Tue	
  Sep	
  23	
  15:52:26	
  2014	
  to	
  Tue	
  Oct	
  	
  7	
  15:52:26	
  2014


(A	
  summary	
  of	
  the	
  assessment	
  results	
  starts	
  on	
  page	
  3)


Hosts	
  Connected	
  to	
  
CnC	
  Servers Malware	
  Comms


MALWARE	
  PROFILE:	
  OVER	
  THE	
  LAST	
  14	
  DAYS


40


Cisco	
  recommends	
  that	
  Advanced	
  Malware	
  Protection	
  for	
  FirePOWER	
  is	
  deployed	
  to:	
  
	
  	
  	
  	
  1.	
  	
  Establish	
  continuous	
  visibility	
  into	
  advanced	
  malware
	
  	
  	
  	
  2.	
  Augment	
  existing	
  controls	
  in	
  order	
  to	
  mitigate	
  this	
  risk


33
Different	
  
families	
  of	
  


malware	
  were


47 * 28
unique	
  hosts user(s) device(s)


Malware	
  URLs	
  


121 5,790


*	
  -­‐	
  User	
  mapping	
  was	
  not	
  enabled	
  in	
  this	
  deployment


	
  downloaded
from


by on	
  to


I.	
  EXECUTIVE	
  SUMMARY


Sourcefire has determined that Company A is at a high risk due to the observation of attack by
12 different families of malware. Sourcefire Advanced Malware Protection for FirePOWER
was deployed for an assessment period of 14 days. This report is a record of what was found
on	
  the	
  network	
  during	
  this	
  time


Malware	
  Detected Hosts	
  displaying	
  	
  IoCs Infection	
  Protocols


189 160 1
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HOSTS	
  DISPLAYING	
  INDICATIONS	
  OF	
  COMPROMISE


Special attention should be paid to computers showing high amounts of indications of compromise as they
are likely to be exfiltrating information from your private systems. Devices that fall into this category likely
have had malware residing on them for some time already and the initial infection has been missed by
existing	
  security	
  protections,	
  or	
  are	
  under	
  current	
  attack.


COMMON	
  INDICATIONS	
  OF	
  COMPROMISE	
  FOUND


Indications of compromise take many forms, perhaps a host has been seen to execute malware, be
connected to a Command & Control server, be targeted with a high impact attack, or actively leaking data.
Across	
  the	
  monitored	
  network,	
  these	
  are	
  a	
  sample	
  of	
  different	
  IoCs	
  detected	
  against	
  live	
  systems.


MOST	
  COMMON	
  IOC	
  TYPES	
  DISCOVERED


TOTAL	
  HOSTS	
  CONNCTED	
  TO	
  
BOTNET	
  C&C	
  SERVERS	
  


HOST	
  ADDRESS IOC	
  COUNT


45
10
1


(details	
  on	
  next	
  page)10.16.252.191 3
10.236.155.254 3


12110.16.5.95 2
10.236.214.131 2
10.16.217.27 2


II.	
  ASSESSMENT	
  RESULTS


IOC	
  CATEGORY IOC	
  DESCRIPTION COUNT


CnC	
  Connected The	
  host	
  may	
  be	
  under	
  remote	
  control 122
Malware	
  Detected


Exploit	
  Kit
Impact	
  2	
  Attack


The	
  host	
  has	
  encountered	
  malware
The	
  host	
  may	
  have	
  encountered	
  an	
  exploit	
  kit
The	
  host	
  was	
  attacked	
  and	
  is	
  potentially	
  vulnerable
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SAMPLE	
  OF	
  HOSTS	
  CONNECTED	
  TO	
  CNC	
  SERVERS


FILE	
  BASED	
  MALWARE	
  DETECTIONS


NUMBER	
  OF	
  HOSTS


6


10.16.217.107
10.16.6.156


10.236.212.176
10.16.215.133
10.32.181.204


10.236.155.254
10.16.197.4
10.32.51.58
10.16.5.14


10.16.213.124


34


HOSTS	
  CONNECTED	
  TO	
  COMMAND	
  AND	
  CONTROL	
  SERVERS


The following devices have been identified as being connected to command and control (CNC) servers.
Cisco detects CNC detections through a blend of deep session (packet content) inspection, network
communications to hosts identified by the VRT as hosting CNC infrastructure, and connections outbound
from	
  processes	
  on	
  an	
  endpoint	
  that	
  are	
  known	
  to	
  be	
  malicious.	
  


IP	
  ADDRESSIP	
  ADDRESS


36
16


W32.42366A7539-­‐100.SBX.VIOC 2


MALWARE	
  NAME


W32.E4BD25F5DA-­‐66.SBX.VIOC
W32.MindsparkA.17kb.1201


W32.Application:AdwareBRM.17kk.1201
W32.12B308FF17-­‐97.SBX.VIOC


MALWARE	
  FOUND	
  ON	
  THE	
  NETWORK


Top threats seen in your environment should be researched because they may affect your security
exposure.	
  You	
  should	
  take	
  action	
  to	
  remove	
  and	
  prevent	
  reintroduction	
  by	
  these	
  specific	
  threat	
  types:


NUMBER	
  OF	
  DETECTIONS
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242919…f2bf5b
242919…f2bf5b
242919…f2bf5b


MOST	
  COMMON	
  APPLICATION


HTTP
HTTP
HTTP
HTTP
HTTP


FILENAME


MapsGalaxy.exe


DYNAMIC	
  ANALYSIS	
  &	
  THREAT	
  SCORE


ZIP
PDF
MOV


125,115
32,467
29,860


Cisco Advanced Malware Protection (AMP) solutions provide detailed analysis of file behavior after
execution takes place. A Threat Score is associated with files, this is calculated based on the behavior
observed	
  in	
  the	
  dynamic	
  analysis	
  environment.


THREAT	
  SCORE
(/100)
100


SHA256


100
100
100
100
100


242919…f2bf5b
MapsGalaxy.exe
MapsGalaxy.exe


cbsi213-­‐Dictation_Buddy-­‐ORG-­‐10050668.exe
cbsi213-­‐Dictation_Buddy-­‐ORG-­‐10050668.exe
cbsi213-­‐Dictation_Buddy-­‐ORG-­‐10050668.exe


MapsGalaxy.exe
MapsGalaxy.exe
MapsGalaxy.exe
MapsGalaxy.exe


242919…f2bf5b
242919…f2bf5b
e4bd25…b6a38e
e4bd25…b6a38e


242919…f2bf5b


100


e4bd25…b6a38e


100
100
100


The following files types have been seen moving around the network. To limit your exposure to malware
risk it is wise to control data movement my policy. File movement can be controlled by user, group,
network	
  zone,	
  app,	
  protocol,	
  file	
  type,	
  and	
  disposition.


FILE	
  TYPE COUNT


MSCAB
SWF


284,236
232,977


III.	
  FILE	
  DETAILS


FILES	
  SEEN	
  MOVING	
  AROUND	
  THE	
  NETWORK
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DYNAMIC	
  ANALYSIS	
  SUMMARY	
  OUTPUT


Below is an example of dynamic analysis output taken from one file found on your network. This file had a
threat score of 100 out of 100. A more detailed analysis of this file is available in the Defense Center along
with	
  screenshots,	
  network	
  traffic	
  it	
  generated,	
  and	
  files	
  it	
  may	
  have	
  also	
  dropped.


File	
  Sample:	
   242919c0d6144fc07555bcfef66c050268b5febf4a9f7737108a405f0df2bf5b


	
  	
  -­‐	
  Creates	
  guard	
  pages,	
  often	
  used	
  to	
  prevent	
  reverse	
  engineering	
  and	
  debugging


	
  	
  -­‐	
  Binary	
  contains	
  paths	
  to	
  debug	
  symbols
	
  	
  -­‐	
  Creates	
  files	
  inside	
  the	
  program	
  directory
	
  	
  -­‐	
  Runs	
  a	
  DLL	
  by	
  calling	
  functions


Malware exposes different types of risk to the organisation that encounters it. Malware is commonly
categorized into different types that enable the security team to deal with the Immediate threat. Below are
different	
  types	
  of	
  malware	
  commonly	
  discovered	
  by	
  Cisco	
  solutions.


*	
  Anti	
  Debugging


True
50
80


III.	
  MALWARE	
  RISK	
  TO	
  THE	
  BUSINESS	
  
IMPACT	
  OF	
  MALWARE	
  TYPES


100


SCORE	
  /	
  100


*	
  AV	
  Detection


2
True
10
35


	
  	
  -­‐	
  PE	
  sections	
  with	
  suspicious	
  entropy	
  found
*	
  System	
  Summary


	
  	
  -­‐	
  Binary	
  may	
  include	
  packed	
  or	
  crypted	
  data


*	
  Persistence	
  and	
  Installation	
  Behavior


True
True
True
True


	
  	
  -­‐	
  Urls	
  found	
  in	
  memory	
  or	
  binary	
  data


	
  	
  -­‐	
  Drops	
  PE	
  files
*	
  PE	
  File	
  Obfuscation


	
  	
  -­‐	
  Scanner	
  Search	
  Results
*	
  E-­‐Banking	
  Fraud
	
  	
  -­‐	
  Found	
  strings	
  which	
  match	
  to	
  known	
  bank	
  urls
*	
  Networking


OBSERVATION


True


55
10
50
50


	
  	
  -­‐	
  Spawns	
  processes


Threat	
  Score:	
   100 /	
  100


	
  	
  -­‐	
  Creates	
  mutexes


True
100
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1.	
  	
  ESTABLISH	
  CONTINUOUS	
  MALWARE	
  VISIBILITY	
  


Despite your existing network and endpoint protections, advanced malware is getting through and placing
your organization at risk. Additional countermeasures and security controls are required to mitigate the
risk.	
  


Cisco	
  recommends	
  that	
  Company	
  A	
  deploy	
  FirePOWER	
  Appliances	
  with	
  Advanced	
  Malware	
  Protection	
  to:
1.	
  Establish	
  continuous	
  network	
  visibility	
  into	
  its	
  advanced	
  malware	
  risk
2.	
  Augment	
  its	
  existing	
  controls	
  in	
  order	
  to	
  mitigate	
  this	
  risk
3.	
  Add	
  host	
  protection	
  and	
  enhanced	
  remediation	
  via	
  FireAMP	
  connectors


Existing protections are neither dynamic enough nor capable of fully protecting from new or unknown
threats that emerge daily. Cisco recommends deployment of network-­‐based protections via FirePOWER
Appliances with Advanced Malware Protection. Advanced Malware Protection is a license that you can add
to any NGFW or NGIPS appliance from Sourcefire. This will provide the following new capabilities and
benefits:


Trojan	
  /	
  Backdoor


System Degradation, Information Theft: A trojan horse is a program that
appears to be benign to an end user but is in fact malicious. It can be
used	
  to	
  steal	
  information	
  or	
  introduce	
  control	
  


Information Theft: Spyware is software installed on machines that
collects information without users’ knowledge and forwards it to other
organizations.


Spyware


IV.	
  RECOMMENDATIONS


Denial of Service, Information Theft. A botnet is a collection of computers
controlled by a third party. Hosts controlled by a botnet may steal
information from your organization or be used to launch denial-­‐of-­‐service
attacks,	
  send	
  spam,	
  or	
  conduct	
  other	
  undesirable	
  activity.


Botnet	
  client


MALWARE	
  TYPE RISK	
  TO	
  BUSINESS
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BENEFIT


24/7	
  Real-­‐Time	
  Protection
Deploy in-­‐line for continuous network protection and minimize
propagation	
  of	
  advanced	
  malware


IP	
  Blacklisting Block	
  Bot	
  C&C,	
  open	
  proxy,	
  and	
  custom	
  IP	
  lists	
  from	
  your	
  IPS


Retrospective	
  Alerting
Alert on files deemed malicious by the Cisco Security Intelligence cloud
even after infection -­‐ leverage community awareness to know when you
may	
  be	
  at	
  risk	
  of	
  infection


File	
  Identification


Virtual	
  Protection Monitor	
  VM-­‐to-­‐VM	
  communications	
  the	
  same	
  as	
  physical	
  networks


NEW	
  CAPABILITY BENEFIT


Detect and block advanced malware from existing network IDS/IPS
infrastructure	
  


Network	
  Based	
  Detection


Measure	
  and	
  see	
  how	
  effective	
  your	
  protections	
  are	
  over	
  timeTrend	
  Analysis


Powerful cloud analytics leverages Cisco's vast security intelligence and
expertise	
  without	
  complex	
  or	
  costly	
  deployment


Cloud-­‐Based	
  Analytics


Full-­‐stack	
  Visibility
Understand, at all architecture layers, which hosts, applications and users
are involved in risky or malicious activity -­‐ use this knowledge to easily
develop	
  effective	
  controls	
  and	
  inspection	
  policies.


Identify and understand the file types traversing your networks and
employ	
  intelligent	
  decisions	
  based	
  on	
  Cisco	
  reputational	
  data


2.	
  AUGMENT	
  CONTROLS	
  TO	
  MITIGATE	
  RISK


Deploying additional countermeasures can help mitigate the risk advanced malware poses. These
measures may entail control of threat surface, blocking entry and propagation of malware or suspect file
types,	
  and	
  rapid	
  notification	
  upon	
  new	
  malware	
  discovery.


Cisco recommends deployment of network-­‐based protections via FirePOWER Appliances with Advanced
Malware	
  Protection.	
  	
  These	
  provide	
  the	
  following	
  new	
  capabilities	
  and	
  benefits:


NEW	
  CAPABILITY
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Typically advanced malware enters the network via hosts (compromised end devices such as PCs,
smartphones, etc.). Having a presence at the host/client-­‐side OS enables easier determination of root
cause, malware trajectory, and more control over the spread of malware (even after a compromise!). It
also	
  helps	
  to	
  speed	
  post-­‐infection	
  clean-­‐up	
  efforts.


Cisco recommends considering FireAMP Advanced Malware Protection Connectors for additional visibility
and	
  control.	
  These	
  provide	
  the	
  following	
  new	
  capabilities	
  and	
  benefits:


NEW	
  CAPABILITY


Retrospective	
  Detection
Recall files deemed malicious by the Cisco Security Intelligence cloud
even	
  after	
  infection	
  -­‐	
  automate	
  and	
  speed	
  malware	
  cleanup


In addition, Cisco offers NGIPS capabilities and optional Application Control and URL Filtering, to help better
protect against the latest threats. Please contact your Sourcefire representative or reseller for more
information.


BENEFIT


Host	
  Protection
Deploy Cisco FireAMP Connectors to gain additional protection and more
capability	
  to	
  take	
  action	
  against	
  malware	
  at	
  the	
  host.


3.	
  	
  ADD	
  HOST	
  PROTECTION	
  &	
  ENHANCED	
  REMEDIATION	
  VIA	
  FIREAMP


Mobile	
  Protection


Virtual	
  Protection Protect	
  Virtual	
  Desktop	
  communications	
  the	
  same	
  as	
  physical	
  networks


File	
  Analysis
Get more information on how malware behaves, the original file name,
screen	
  shots	
  of	
  the	
  malware	
  executing,	
  and	
  sample	
  packet	
  captures


Protect mobile workers and Android-­‐based devices from advanced
malware	
  attacks


Malware	
  Trajectory
Understand how malware enters and trace the path of infection to
identify	
  ‘patient	
  zero’	
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Sourcefire Inc. (Nasdaq: FIRE), a world leader in intelligent cybersecurity solutions, is transforming
the way global large-­‐ to mid-­‐size organizations and government agencies manage and minimize
network security risks. With solutions from a next-­‐generation network security platform to advanced
malware protection, Sourcefire provides customers with Agile Security TM that is as dynamic as the
real	
  world	
  it	
  protects	
  and	
  the	
  attackers	
  against	
  which	
  it	
  defends.	
  


Trusted for more than 10 years, Sourcefire has been consistently recognized for its innovation and
industry leadership with numerous patents, world-­‐ class research, and award winning technology.
Today the name Sourcefire has grown synonymous with innovation, security intelligence and agile
end-­‐toned	
  security	
  protection.


Want	
  to	
  learn	
  more	
  about	
  getting	
  this	
  information	
  on	
  your	
  network?	
  Go	
  to	
  
http://cisco.com/go/security	
  and	
  request	
  a	
  live	
  demo.


CONTACT	
  US


ABOUT	
  CISCO
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Assessment	
  Period:	
  Tue	
  Sep	
  23	
  15:52:26	
  2014	
  to	
  Tue	
  Oct	
  	
  7	
  15:52:26	
  2014


(A	
  summary	
  of	
  the	
  assessment	
  results	
  starts	
  on	
  page	
  3)


290
56


I.	
  EXECUTIVE	
  SUMMARY


Cisco has determined that Company A is at a High risk due to the observation of attacks on
the newtork targetting hosts that may be vulnerable. These attacks and hosts require further
investigation	
  to	
  help	
  lower	
  the	
  risk."


9,586 346 44


Total	
  Attacks Relevant	
  Attacks Hosts	
  Targeted


Irrelevant
	
  Attacks


Sourcefire	
  recommends	
  that	
  Company	
  A	
  deploy	
  Sourcefire	
  FirePOWER	
  Appliances	
  to:
	
  	
  	
  	
  1.	
  Establish	
  continual	
  visibility	
  into	
  its	
  network	
  attack	
  risks
	
  	
  	
  	
  2.	
  Implement	
  automated	
  protections	
  in	
  order	
  to	
  mitigate	
  this	
  risk	
  going	
  forward


Events	
  Requiring	
  
Attention


Hosts	
  Connected	
  to	
  
CnC	
  Servers


NUMBER	
  OF	
  EVENTSRISK	
  CLASSIFICATION


RELEVANT	
  ATTACKS	
  CARRY	
  THE	
  FOLLOWING	
  RISKS


96.4% 3.6%


A	
  Network	
  Trojan	
  was	
  Detected
Attempted	
  Denial	
  of	
  Service


121
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Year	
  #1
Year	
  #5


$50,611
$253,055


COST	
  SAVINGS


IDENTIFYING	
  CRITICAL	
  ATTACKS	
  USING	
  IMPACT	
  ANALYSIS


Of the 9586 total attacks made on your network, 346 (3.6%) of them were considered high impact. That
means that they targeted machines that were likely vulnerable to these attacks. These events are the most
critical to investigate, and Cisco automatically identifies them for you. Cisco identifies high impact events
automatically by correlating attacks with target risk, which is determined by passively profiling your
network devices and their vulnerabilities in real time. This saves time and money over traditional solutions,
which require you to qualify all events manually or import scan data from other systems.If a staff member’s
time is worth $75 USD per hour and each attack takes 10 seconds to qualify, then each attack costs $0.21
USD to manually qualify. The difference in qualification time and cost between Cisco and traditional
solutions	
  is	
  substantial.


COST	
  TO	
  QUALIFY	
  ALL	
  ATTACKS


II.	
  ASSESSMENT	
  RESULTS


ATTACKS	
  TO	
  QUALIFY	
  /	
  YEAR COST	
  TO	
  QUALIFY


0.21 1,894


250,025
estimated	
  total	
  attacks


9,021
estimated	
  high	
  impact	
  attacks


0.21 52,505


4%	
  


96%	
  


High	
  Impact:	
  Target	
  likely	
  
vulnerable	
  


Lower	
  Impact:	
  Targets	
  not	
  
likely	
  vulnerable	
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A	
  Network	
  Trojan	
  was	
  
Detected


A	
  Network	
  Trojan	
  was	
  
Detected


A	
  Network	
  Trojan	
  was	
  
Detected


A	
  Network	
  Trojan	
  was	
  
Detected


BLACKLIST	
  DNS	
  request	
  for	
  
known	
  malware	
  domain	
  


counter.yadro.ru


72.21.81.253,	
  
74.63.145.160,	
  
74.63.145.172,	
  


HOSTS	
  AT	
  HIGH	
  RISK


0.9% of your hosts have been targeted with high impact attacks during the assessment period. They are at
high risk of infection. The attacks should be investigated and the machines assessed to ensure that proper
controls are in place. An additional 9.1% of the machines discovered on your network were targeted with
some	
  form	
  of	
  attack.


BLACKLIST	
  DNS	
  request	
  for	
  
known	
  malware	
  domain	
  


api.wipmania.com	
  -­‐	
  Troj.Dorkbot-­‐


MALWARE-­‐CNC	
  Win.Trojan.Zeus	
  
variant	
  outbound	
  connection


BLACKLIST	
  User-­‐Agent	
  known	
  
malicious	
  user-­‐agent	
  string	
  


SelectRebates


Freenet


Freenet


HTTP


HTTP


The following attacks are very important to investigate because they directly target machines that have
been identified as potentially vulnerable. The target machine’s operating system version, running services,
and	
  potential	
  vulnerabilities	
  all	
  match	
  what	
  the	
  threat	
  is	
  designed	
  to	
  attack.


HIGH	
  IMPACT	
  ATTACKS


POTENTIALLY	
  
VULNERABLE	
  HOSTS


APP-­‐DETECT	
  DNS	
  request	
  for	
  
potential	
  malware	
  SafeGuard	
  to	
  


domain	
  360.cn


A	
  Network	
  Trojan	
  was	
  
Detected


DNS
106.38.193.4,	
  
111.206.63.66,	
  
119.188.67.4,	
  


EVENT	
  TYPE DETAILS APPLICATION


204.67.81.19,	
  
204.67.186.29


204.67.186.29


50.7.28.2


Targeted	
  With	
  High	
  
Impact	
  Ajacks	
  


Targeted	
  With	
  Lower	
  
Impact	
  Ajacks	
  


Hosts	
  Not	
  Targeted	
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10.32.185.251
10.16.213.26
10.16.37.51


10.236.111.224
10.236.212.121


TOTAL	
  HOSTS	
  CONNCTED	
  TO	
  	
  
BOTNET	
  C&C	
  SERVERS


HOSTS	
  ALREADY	
  COMPROMISED


Special attention should be paid to computers already compromised by malware as they are likely to be
exfiltrating information from your private systems. Systems that fall into this category likely have had
malware residing on them for some time already and the initial infection has been missed by existing
security	
  protections.


SAMPLE	
  LIST	
  OF	
  	
  COMPROMISED	
  DEVICES


121


NETWORK	
  CHANGE	
  TYPE


2,159A	
  device	
  starts	
  using	
  a	
  new	
  transport	
  protocol


The systems listed above are exhibiting signs of compromise as they are connecting outbound to known
Command and Control (C&C) servers tracked by the Cisco Vulnerability Research Team (VRT). You should
take	
  action	
  to	
  remediate	
  or	
  restore	
  these	
  systems.	
  	
  


AUTOMATING	
  THE	
  TUNING	
  EFFORT


During	
  the	
  assessment	
  period	
  the	
  following	
  changes	
  to	
  your	
  network	
  were	
  observed.


NUMBER	
  OF	
  CHANGES


53,740
1,102


A	
  new	
  operating	
  system	
  was	
  found


A	
  device	
  starts	
  using	
  a	
  new	
  network	
  protocol


A	
  new	
  host	
  is	
  added	
  to	
  the	
  network


1,089


As network changes are made, Cisco solutions automatically adjust policy so that new operating systems,
hosts and protocols are protected. Cisco automates the tuning process by monitoring networks in real time
and observing changes, and then making appropriate policy changes as a result. For example, if Windows
2000 hosts running IIS appear on a network, Cisco ensures that rules protecting against Windows 2000 and
IIS	
  vulnerabilities,	
  and	
  not	
  irrelevant	
  rules	
  that	
  may	
  cause	
  false	
  positives,	
  protect	
  these	
  hosts.
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APPLICATIONS	
  ASSOCIATED	
  WITH	
  ATTACKS


The following applications have been identified as associated with attacks. You should identify applications
in this list that have low business relevance and evaluate whether it would be helpful to control them on
your	
  network.


119.188.67.4
218.30.117.4
203.119.29.1


64.129.104.164


APPS	
  ASSOCIATED	
  WITH	
  HIGH	
  
IMPACT	
  EVENTS


Internet	
  Explorer
Web	
  browser
DNS	
  client


DNS	
  client
Web	
  browser


Internet	
  Explorer


COUNT
APPS	
  ASSOCIATED	
  WITH	
  LOW	
  


IMPACT	
  EVENTS
COUNT


236
66


292
190
141
46
31


1,811


7,405
1,356
237


ATTACKS ATTACKS


26


8.34.112.52
192
119
48
46
39


3,175


ATTACKERS TARGETS


10.16.200.103HI
GH


	
  IM
PA


CT
	
  


EV
EN


TS
LO


W
ER


	
  IM
PA


CT
	
  


EV
EN


TS


138.91.89.250
166.90.142.110
172.17.3.5
10.64.254.9
10.32.130.114 303


10.236.155.254
10.16.5.94


1,019
1,005
91110.32.81.207


10.16.252.210 204.67.186.29
10.64.254.9


10.227.34.44
64.129.104.148
208.76.225.74 434


1,649 1,064
457


The top attackers and target machines observed in the attack attempts on your network are listed below.
For high impact attacks in particular, you should ensure that targets are well protected from potential
attackers	
  by	
  patching	
  these	
  machines	
  and	
  blocking	
  potentially	
  malicious	
  traffic.	
  


17
1


223
152


Windows	
  Media	
  Player
Chrome


Freenet	
  client
Chrome


TOP	
  ATTACKERS	
  AND	
  TARGETS
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ATTACKS	
  SEEN	
  OVER	
  
IPv6


9,586


III.	
  BUSINESS	
  RISK	
  OF	
  ATTACKS


IPv6	
  ATTACKS	
  AND	
  TRAFFIC


IPv6 traffic is a potential avenue for attacks that is often left unprotected by organizations. Network
security is often thought of strictly from an IPv4 perspective, yet hosts may communicate internally and
even externally to an organization over IPv6, exposing them to attack risks. The following communications
were	
  observed	
  over	
  IPv6	
  during	
  the	
  assessment	
  period


HOSTS	
  USING	
  IPv6	
  IN	
  
YOUR	
  NETWORK	
  (MONITORED)


Attempted	
  Administrator/User	
  
Privilege	
  Gain


5


369


67


1


0


Infrastructure	
  Damage,	
  Information	
  Theft:	
  A	
  Trojan	
  
horse	
  is	
  a	
  program	
  that	
  appears	
  to	
  be	
  benign	
  to	
  an	
  
end	
  user	
  but	
  is	
  in	
  fact	
  malicious.	
  	
  It	
  can	
  be	
  used	
  to	
  
steal	
  information	
  or	
  cause	
  damage.
System	
  Degradation,	
  Denial	
  of	
  Service:	
  Denial-­‐of-­‐
service	
  attacks	
  attack	
  the	
  reliability	
  of	
  your	
  network	
  
infrastructure,	
  causing	
  service	
  to	
  be	
  denied	
  to	
  
legitimate	
  users.
Information	
  Theft,	
  Infrastructure	
  Damage:
Users	
  on	
  network	
  machines	
  who	
  gain	
  privileges	
  
illicitly	
  may	
  be	
  able	
  to	
  steal	
  information,	
  control	
  
machines


Information	
  Theft:	
  These	
  events	
  indicate	
  usage	
  of	
  
apps	
  and	
  protocols	
  in	
  ways	
  that	
  may	
  be	
  prohibited	
  
by	
  organizational	
  policy


BUSINESS	
  RISK	
  OF	
  INTRUSION	
  ATTEMPTS


Different types of attacks were detected on the Company A network, each introducing different business
risks.	
  Here	
  are	
  the	
  most	
  common	
  attack	
  types	
  observed	
  along	
  with	
  the	
  risks	
  each	
  introduces.


ATTACK	
  CLASSIFICATION
NUMBER	
  OF	
  
EVENTS


RISK	
  ASSOCIATED	
  WITH	
  THE	
  ATTACK


A	
  Network	
  Trojan	
  was	
  Detected


Attempted	
  Denial	
  of	
  Service


Potential	
  Corporate	
  Policy	
  
Violation
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NEW	
  CAPABILITY BENEFIT


Profile hosts, applications, users, and network infrastructure in real time.
Assess	
  potential	
  vulnerabilities	
  and	
  identify	
  network	
  changes.


Real-­‐Time	
  Contextual	
  Awareness


Determine the risk of any attack to your business in real time in order to
optimize	
  response	
  to	
  it.


Automatic	
  Impact	
  Assessment


Automatically tune IPS protections in response to changes in your
network	
  composition.


Automatic	
  Policy	
  Tuning


In addition, Cisco offers optional Advanced Malware Protection for networks and hosts, and optional
Application Control and URL Filtering, to help better protect against the latest threats. Please contact your
Cisco	
  representative	
  or	
  reseller	
  for	
  more	
  information.


Get rapid detection and insight into emerging threats so that defenses
stay	
  effective


Collective	
  Intelligence


Protect	
  VM-­‐to-­‐VM	
  communications	
  the	
  same	
  as	
  physical	
  networksVirtual	
  Protection


IV.	
  RECOMMENDATIONS


Associate users with activity on the network, including attacks and
application	
  usage,	
  through	
  integration	
  with	
  Active	
  Directory	
  servers.	
  	
  


Association	
  of	
  Users	
  with	
  
Security	
  and	
  Compliance	
  Events


Despite	
  your	
  existing	
  network	
  and	
  endpoint	
  protections,	
  critical	
  attacks	
  are	
  taking	
  place	
  and	
  placing	
  your	
  
organization	
  at	
  risk.	
  	
  	
  New	
  countermeasures	
  and	
  security	
  controls	
  are	
  required	
  to	
  mitigate	
  the	
  risk.	
  


Cisco	
  recommends	
  deployment	
  of	
  network-­‐based	
  protections	
  via	
  FirePOWER	
  NGIPS	
  Appliances	
  to	
  
complement	
  existing	
  protections.	
  	
  These	
  will	
  provide	
  the	
  following	
  new	
  capabilities	
  and	
  benefits:
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It’s no secret that today’s advanced attackers have the resources, expertise, and persistence to
compromise any organization at any time. As attacks become more sophisticated and exploit a
growing	
  set	
  of	
  attack	
  vectors,	
  traditional	
  defenses	
  are	
  no	
  longer	
  effective.


It’s more imperative than ever to find the right threat-­‐centric security products, services, and
solutions for your current environment. These solutions must also easily adapt to meet the evolving
needs of your extended network, which now goes beyond the perimeter to include endpoints,
mobile	
  devices,	
  virtual	
  machines,	
  data	
  centers,	
  and	
  the	
  cloud.


For nearly three decades, Cisco has been a leader in network security protection, innovation, and
investment. Our expertise and experience helps us increase intelligence and expand threat
protection	
  across	
  the	
  entire	
  attack	
  continuum	
  for	
  a	
  level	
  of	
  security	
  you	
  can	
  build	
  your	
  business	
  on.


Cisco	
  delivers	
  intelligent	
  cybersecurity	
  for	
  the	
  real	
  world.


Want	
  to	
  learn	
  more	
  about	
  getting	
  this	
  information	
  on	
  your	
  network?	
  Go	
  to	
  
http://info.sourcefire.com	
  and	
  request	
  a	
  live	
  demo.


CONTACT	
  US


ABOUT	
  CISCO
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Cisco Firepower Threat Defense 6.4 
Proof of Value v1.6 


 


 


 
Last Updated: 12-June-2019 


About This Demonstration 


The Cisco dCloud is pleased to announce the Firepower Threat Defense (FTD) Proof of Value (POV). This 
document provides information on the POV process, training, software download, installation, licensing, initial 
configuration, customer deployment, risk report generation, and device sanitization. 


This guide covers the most common deployment type and provides necessary information for successful POVs. 
For different deployment options or additional details, you can review additional POV materials here: 
https://communities.cisco.com/docs/DOC-65405. 


This guide for the preconfigured demonstration includes: 


About This Demonstration 


Requirements 


Topology 


Get Started 


POV Process 


Training 


Deployment 


Scenario 1. POV Preparation 


Scenario 2. FMC Configuration 


Scenario 3. Risk Report Generation 



https://communities.cisco.com/docs/DOC-65405
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Appendix A. Win Criteria 


Appendix B. Data Collection Worksheet 


Appendix C. POV Outcome 


What’s Next? 
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Requirements 


The table below outlines the requirements for this preconfigured demonstration.  


Table 1. Requirements 


Required Optional 


Laptop Cisco AnyConnect® 


Topology 


This content includes preconfigured users and components to illustrate the scripted scenarios and features of 
the solution. Most components are fully configurable with predefined administrative user accounts. You can see 
the IP address and user account credentials to use to access a component by clicking the component icon in 
the Topology menu of your active session and in the scenario steps that require their use. 


Figure 1.   dCloud Topology 
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Get Started 


BEFORE PRESENTING 


Cisco dCloud strongly recommends that you perform the tasks in this document with an active session 
before presenting in front of a live audience. This will allow you to become familiar with the structure of the 
document and content. 


It may be necessary to schedule a new session after following this guide in order to reset the environment to 
its original configuration. 


PREPARATION IS KEY TO A SUCCESSFUL PRESENTATION. 


Follow the steps to schedule a session of the content and configure your presentation environment. 


1. Initiate your dCloud session. [Show Me How]  


NOTE: It may take up to 10 minutes for your session to become active. 


2. For best performance, connect to the Active Directory with Cisco AnyConnect VPN [Show Me How] and the 
local RDP client on your laptop [Show Me How] 


• Active Directory: 198.18.133.36, Username: administrator, Password: C1sco12345 


NOTE: You can also connect to the active directory using the Cisco dCloud Remote Desktop client [Show Me 


How]. The dCloud Remote Desktop client works best for accessing an active session with minimal interaction. 


However, many users experience connection and performance issues with this method. 


  



https://dcloud-cms.cisco.com/help/initiate-your-dcloud-session

https://dcloud-cms.cisco.com/help/install_anyconnect_pc_mac

https://dcloud-cms.cisco.com/help/local_rdp_mac_windows

https://dcloud-cms.cisco.com/help/access_demo_wkstn

https://dcloud-cms.cisco.com/help/access_demo_wkstn





Demonstration Guide 
Cisco dCloud 
 


© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.  Page 5 of 34 


POV Process 


A POV is a customer engagement that demonstrates unique business value during an on-site engagement. The 
POV process requires proper scoping to identify customer win criteria. Win criteria are used to focus the on-
site engagements on the solution elements that are most important to a particular customer. Appendix A 
includes scoping questions to help establish win criteria for FTD POVs. 


Most partner-executed POVs will be tactical leveraging FTD and dCloud hosted Firepower Management 
Centers (FMCs). All customer configurations should be implemented prior to arriving on site based on pre-
defined customer evaluation data including network, management, span port, and power. A worksheet to 
collect this information is available in Appendix B. 


The following sections cover system installation and configuration steps for a partner executed POV. All items 
must be completed together for the system to work properly during the customer engagement. After the POV, 
completing the POV Outcome worksheet in Appendix C will help to track POV information and lead to effective 
POV decision-making and increased win rates. Follow the instructions below carefully and submit any feedback 
to asa-assess@external.cisco.com. 


Training 


Cisco offers the Fire Jumper program that develops partner pre-sales security SEs to lead customer 
engagements from sizing, scoping, and design through demonstration and proof-of-value. Prior to delivering a 
customer FTD POV, we recommend that partners achieve Stage 4 of the Fire Jumper program for the NGFW & 
NGIPS competency area. Program and training information is through the following Security Partner Community 
posts. 


• Fire Jumper Program 
https://communities.cisco.com/docs/DOC-55046 


• NGFW & NGIPS Competency Area 
https://communities.cisco.com/docs/DOC-57815 


Deployment 


The majority of tactical POVs will leverage Cisco ASAs running FTD. To minimize risk or disruption to the 
customer environment while providing the most value, passive deployments are recommended. This can be 
accomplished by configuring a span port on a Cisco switch in the customer environment and configuring a 
passive interface on the FTD.  


There are multiple options to send traffic to the FTD and the best deployment is one that gives visibility of both 
internet facing and internal segments. For tactical POVs, we recommend configuring multiple SPAN ports on a 
customer switches to capture both internet and internal traffic. Please refer to the SPAN configuration examples 
here that match your customer’s switch type: http://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-
series-switches/10570-41.html. 



mailto:asa-assess@external.cisco.com

https://communities.cisco.com/docs/DOC-55046

https://communities.cisco.com/docs/DOC-57815

http://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10570-41.html

http://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10570-41.html
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For tactical POVs, we recommend that partners leverage the Cisco Firepower Management Center Proof of 
Value available at https://dcloud.cisco.com. When using dCloud, installation options for dCloud include Endpoint 
Router and FTD or Standalone FTD. This guide will present the standalone FTD option. 



https://dcloud.cisco.com/
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Scenario 1. POV Preparation 


VALUE PROPOSITION: The instructions that follow show how to download required software for an ASA 5515-X. As of the 
writing of this document, the recommended FTD version is 6.4. Verify the current supported version by checking the name of 
the dCloud Firepower Management Center Proof of Value. The information below serves as an example of a common POV 
configuration. Adjust the process as required to match your hardware specifications. 


If you are unable to access any software due to entitlement, engage with your Cisco alliance manager to 
associate your CCO account with your company to grant partner-level CCO access. If you are still unable to 
access the software, follow the process at this link to request access from partner help through the special file 
publish process: https://communities.cisco.com/docs/DOC-55301. Use of Firepower Threat Defense software on 
the device is strongly encouraged.  


For additional information on migration paths and upgrade dependencies, please refer to the following link: 
http://www.cisco.com/c/en/us/td/docs/security/asa/asa95/upgrade/upgrade95.html. 


Steps 


NOTE: Instructions to download required software for an ASA 5515-X and use for POV preparation can be used 


for other ASA models as needed.  


1. To download the FTD software, go to http://software.cisco.com/download/navigator.html. 


2. This displays the Downloads Home > Products pane.  


3. Continue to navigate to Downloads Home > Products > Security > Firewalls > Next-Generation Firewalls 
(NGFW) > ASA 5500-X with FirePOWER Services > ASA 5515-X with FirePOWER Services > Firepower 
Threat Defense Software. 


Figure 2.   Download Software 


 
  



https://communities.cisco.com/docs/DOC-55301

http://www.cisco.com/c/en/us/td/docs/security/asa/asa95/upgrade/upgrade95.html

http://software.cisco.com/download/navigator.html
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4. Select the following options and download the versions listed below or later. 


• Firepower Threat Defense for ASA 55XX series v6.4 (ftd-6.4.0-102.pkg) 


• Firepower Threat Defense v6.4 boot image for ASA 5512/5515/5525/5545/5555 devices  
(ftd-boot-9.12.1.6.cdisk) 


Figure 3.   ASA 5515-X with FirePOWER Services 


 


NOTE: The ASA5585-X platforms will not support the FTD software. 


Installation 


Confirm Health of Solid State Drive (SSD) 


Prior to installation, confirm the health of the solid state drive (SSD) within your 5515-X.  


1. Power on the ASA and access the command line. Enter the show inventory command and confirm the 
presence of the SSD storage device. 
ciscoasa# show inventory 
Name: "Chassis", DESCR: "ASA 5515-X with SW, 6 GE Data, 1 GE Mgmt, AC" 
PID: ASA5515           , VID: V01     , SN: FGH123456A1 
 
Name: "Storage Device 1", DESCR: "Unigen 128 GB SSD MLC, Model Number: Micron_M550_MTFDDAK123MAY" 
PID: N/A               , VID: N/A     , SN: 12345678900 


2. If the SSD is not recognized, consider the following: 


• The SSD drive may not be inserted properly. Ensure the SSD drive is properly inserted and secured via the 
handle. With the ASA powered off, pull the SSD drive out and re-insert it.  


• The SSD drive may have failed. A healthy SSD drive will show a solid green LED next to the SSD. In the 
event of a failure, contact Cisco TAC for a replacement 
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Uninstalling Existing Firepower Services, IPS, or CX Software (If Required) 


If your ASA is running legacy Firepower Services, IPS or CX on the ASA, you need to uninstall the old service 
before installing FTD. 


1. Access the ASA command line and follow the procedures below. The commands below will shut down the 
sfr module, uninstall the SFR software, and then reload the ASA. If you need to remove IPS or CX, follow 
the same steps, but use ips or csc in each command instead of sfr. 
ciscoasa# sw-module module sfr shutdown 
ciscoasa# sw-module module sfr uninstall 
ciscoasa# reload 


Verify and Upgrade the ROMMON Image (If Required) 


For the ASA 5506-X series, ASA 5508-X, and ASA 5516-X models only, the ROMMON version on your system 
must be 1.1.8 or later to reimage to the Firepower Threat Defense software. Follow the steps below to verify 
the ROMMON version and, if necessary, upgrade the ROMMON image. 


1. Access the command line and enter the show module command. Note the Fw Version in the output for 
Mod 1 in the MAC Address Table. 
ciscoasa# show module 
Name: "Chassis", DESCR: "ASA 5506-X with SW, 6 GE Data, 1 GE Mgmt, AC" 
[…] 
Mod  MAC Address Range          Hw Version Fw Version Sw Version  
---- -------------------------- ---------- ---------- ---------- 
1   7426.aceb.ccea to 7426.aceb.ccf2   1.0  1.1.1      9.3(2)2 
sfr 7426.aceb.cce9 to 7426.aceb.cce9   N/A  N/A 
 


NOTE:  The Example ASA5506-X has an Fw Version of 1.1.1 and needs to be upgraded. 


If the Fw Version of your ASA 5506-X series, ASA 5508-X, or ASA 5516-X is not 1.1.1 or greater, follow the 
steps below to upgrade the ROMMON. The example that follows is for the ASA5506-X, but the same firmware 
also works for ASA5508-X and ASA5516-X platforms. 


2. To download the ROMMON software, go to http://software.cisco.com/download/navigator.html. This will 
present the Downloads Home > Products pane. Continue to navigate to Downloads Home > Products > 
Security > Firewalls > Next-Generation Firewall (NGFW) > ASA 5500-X with FirePOWER Services > ASA 
5506-X with FirePOWER Services > ASA Rommon Software. 


Figure 4.   Download Software 


 



http://software.cisco.com/download/navigator.html
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3. Select the following options and download the versions listed below or later. 


• ASA Rommon Software (asa5500-firmware-1112.SPA) 


Figure 5.   ASA 5506-X with Firepower Services 


 


4. To upgrade the ASA ROMMON, connect to the ASA and escalate to configuration mode. Configure the 
management1/1 interface with an IP address with connectivity to a TFTP server that can source the 
required ROMMON software. Use the ping command to confirm connectivity. 
ciscoasa# config t  
ciscoasa (config)# interface management1/1 
ciscoasa (config)# ip address 10.10.200.3 255.255.255.0 
ciscoasa (config)# ping 10.10.200.2 


5. Copy the ROMMON image to ASA flash memory with the copy command. Upgrade the ROMMON image 
with the upgrade rommon command. Save the configuration and confirm for the ASA to upgrade the 
ROMMON image and reload when complete. 
ciscoasa (config)# copy tftp://10.10.200.2:/asa5500-firmware-1112.SPA disk0:asa5500-firmware-1112.SPA 
Address or name of remote host [10.10.200.2]? 
Source filename [asa5500-firmware-1112.SPA]? 
Destination filename [asa5500-firmware-1112.SPA]? 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
[…] 
!!!!!!!!!!!!!!!!!!! 
9241408 bytes copied in 11.218 secs (9241408 bytes/sec) 
ciscoasa (config)# upgrade rommon disk0:asa5500-firmware-1112.SPA 
Computed Hash SHA2: 0809c2851ead97a1a327bfceb3f04ed6 
[…] 
Verification successful. 
System config has been modified. Save? [Y]es/[N]o: Y 
Cyrptochecksum: c0048ee4 bca79091 de890268 d5f5010b 
 
92100 bytes copied in 0.270 secs 
Proceed with reload? [confirm] 
 


6. After system reload, access the command line and enter the show module command. Note the Fw Version 
in the output for Mod 1 in the MAC Address Table. This should match the ROMMON version loaded 1.1.12 
or greater. 
ciscoasa# show module  
Name: "Chassis", DESCR: "ASA 5506-X with SW, 6 GE Data, 1 GE Mgmt, AC"  
[…]  
Mod MAC Address Range Hw Version Fw Version Sw Version ---- -------------------------- ---------- ------
---- ----------1 7426.aceb.ccea to 7426.aceb.ccf2 1.0 1.1.12 9.9(1)  
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A 
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Install Firepower Threat Defense 


To install the FTD software, you must access the ROMMON prompt. The boot image can then download the 
FTD system software install package using HTTP or FTP.  


1. Copy the previously downloaded FTD boot image to a device running a TFTP server accessible by the ASA 
management interface.  


2. Copy the previously downloaded FTD system software to a device running an FTP or HTTP server 
accessible by the ASA management interface.  


3. From the console port, reload the ASA by issuing the reload command.  


4. Press Esc during startup when prompted to reach the ROMMON prompt. If you see the message Launching 
BootLoader… then you waited too long and must reload the ASA again after it finishes booting. 
ciscoasa# reload  
System config has been modified. Save? [Y]es/[N]o: N 
Proceed with reload? [confirm] 
ciscoasa# 
*** 
*** --- START GRACEFUL SHUTDOWN --- 
Shutting down isakmp 
[…] 
*** --- SHUTDOWN NOW --- 
Process shutdown finished 
Rebooting..... 
[…] 
Booting from ROMMON 
[…] 
Use BREAK or ESC to interrupt boot. 
Use SPACE to begin boot immediately. 
Boot interrupted. 
 
Management0/0 
Link is DOWN 
MAC Address: a0ec.f938.fdac 
 
Use ? for help. 
rommon #0> 
 


5. From ROMMON, configure the Management IP address, Default Gateway, TFTP server, and TFTP path, and 
file name.  


• ASA 5512-X, 5515-X, 5525-X, 5545-X, and 5555-X  


o Use interface management 0/0  


o Boot image file extension is .cdisk 


• ASA 5506-X Series, 5508-X, and 5516-X  


o Use interface management 1/1 by default and do not require the interface command 


o Boot image file extension is .lfbff 
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NOTE: These Use the set command to verify settings and the sync command to save the configuration for later 


use. Commands may vary by ROMMON version so adjust as required. 


rommon #0> interface management0/0  
rommon #1> address 10.10.200.3  
rommon #2> server 10.10.200.2  
rommon #3> gateway 10.10.200.1  
rommon #4> file ftd-boot-9.12.1.6.cdisk  
rommon #5> set  
ROMMON Variable Settings:  
ADDRESS=10.10.200.2  
SERVER=10.10.200.3  
GATEWAY=10.10.200.1  
PORT=Management0/0  
VLAN=untagged  
IMAGE=ftd-boot-9.12.1.6.cdisk  
CONFIG=  
LINKTIMEOUT=20  
PKTTIMEOUT=4  
RETRY=20  
rommon #5> sync  
Updating NVRAM Parameters... 
 


6. Use the ping command to confirm connectivity to the TFTP server. Then, enter tftpdnld to load the boot 
image. The image can take a number of minutes to download so please be patient. You can monitor the 
download status in most TFTP server software. 
rommon #6> ping 10.10.200.2  
Sending 20, 100-byte ICMP Echoes to 10.10.200.2, timeout is 4 seconds:  
?!!!!!!!!!!!!!!!!!!!  
Success rate is 95 percent (19/20)  
rommon #7> tftpdnld  
ROMMON Variable Settings:  
 ADDRESS=10.10.200.2  
 SERVER=10.10.200.3  
 GATEWAY=10.10.200.2  
 PORT=Management0/0  
 VLAN=untagged  
 IMAGE=ftd-boot-9.12.1.6.cdisk  
 CONFIG=  
 LINKTIMEOUT=20 
 PKTTIMEOUT=4  
 RETRY=20  
 
 
tftp ftd-boot-9.12.1.6.cdisk@10.10.200.2 via 10.10.200.2  
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!  
[…]  
Received 101173248 bytes  
[…]  
Launching TFTP Image...  
[…]  
ciscoasa-boot> 
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7. Type setup and configure network settings for the Management interface to establish temporary 
connectivity to the HTTP or FTP server so that you can download and install the system software.  
ciscoasa-boot> setup 
Welcome to Cisco FTD Setup 
[hit Ctrl-C to abort] 
Default values are inside [] 
  
Enter a hostname [ciscoasa]: <FTD Hostname> 
Do you want to configure IPv4 address on management interface?(y/n) [Y]: Y 
Do you want to enable DHCP for IPv4 address assignment on management interface?(y/n) [N]: N 
Enter an IPv4 address [192.168.8.8]: <FTD Sensor Management IP> 
Enter the netmask [255.255.255.0]: <Netmask> 
Enter the gateway [192.168.8.1]: <Default Gateway> 
Do you want to configure static IPv6 address on management interface?(y/n) [N]: N 
Stateless autoconfiguration will be enabled for IPv6 addresses. 
Enter the primary DNS server IP address: <DNS Server> 
Do you want to configure Secondary DNS Server? (y/n) [n]: N 
Do you want to configure Local Domain Name? (y/n) [n]: N 
Do you want to configure Search domains? (y/n) [n]: N 
Do you want to enable the NTP service? [Y]: Y 
Enter the NTP servers separated by commas: <NTP Server> 
Do you want to enable the NTP symmetric key authentication? [N]: N 
Please review the final configuration: 
Hostname:               ftd 
Management Interface Configuration 
 
IPv4 Configuration:     static 
        IP Address:     10.10.200.3 
        Netmask:        255.255.255.0 
        Gateway:        10.10.200.1 
IPv6 Configuration:     Stateless autoconfiguration 
DNS Configuration: 
        DNS Server:     208.67.222.222 
[…] 
 
Apply the changes?(y,n) [Y]: y 
Configuration saved successfully! 
Applying... 
Restarting network services... 
Done. 
 


8. Type system install followed by the path to the FTD system software. HTTP and FTP are supported and the 
example below shows an FTP installation. When installation is complete, enter y to continue with the 
upgrade. When prompted, press Enter to reboot the system. The initial reboot after installing FTD on an 
ASA make take 30 minutes or longer.  
ciscoasa-boot>system install ftp://10.10.200.2/ftd-6.4.0-102.pkg  
 
######################## WARNING ############################  
# The content of disk0: will be erased during installation! #  
#############################################################  
 
Do you want to continue? [y/N]: Y  
Erasing disk0 ...  
Verifying  
 
Enter credentials to authenticate with ftp server  
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Username: admin  
Password:  
 
Enter credentials to authenticate with ftp server  
Username: admin  
Password:  
Verifying  
Downloading...  
Extracting  
Package Detail  
Description:   Cisco ASA-FTD 6.4.0-102 System Install  
Requires reboot:  Yes  
 
Do you want to continue with upgrade? [y]: Y  
Warning: Please do not interrupt the process or turn off the system. Doing so might leave system in 
unusable state.  
 
Starting upgrade process ...  
Populating new system image  
 
Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. 
 


NOTE: See the Reimage the Cisco ASA or Firepower Threat Defense Device document for additional details: 


http://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html  


  



http://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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Bootstrap Firepower Threat Defense 


When the reboot is complete, login to the FTD CLI with the default username: admin and password: Admin123. 


Accept the EULA, change the password, and enter bootstrap information based on the Data Collection 
Worksheet. Ensure that you select no when asked if you would like to manage the device locally. Risk Reports 
are not supported in the on-box Manager, Firepower Device Manager. 


Cisco ASA5515-X Threat Defense v6.4.0 (build 102)  
firepower login: admin  
Password: Admin123  
You must accept the EULA to continue.  
Press <ENTER> to display the EULA:  
[…]  
Please enter ‘YES’ or press <ENTER> to AGREE to the EULA:  
System initialization in progress. Please stand by.  
You must change the password for 'admin' to continue.  
Enter new password: <new password>  
Confirm new password: <repeat password>  
You must configure the network to continue.  
You must configure at least one of IPv4 or IPv6.  
Do you want to configure IPv4? (y/n) [y]: Y  
Do you want to configure IPv6? (y/n) [n]: N  
Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:  
Enter an IPv4 address for the management interface [192.168.45.45]:  
<FTD Management IP>  
Enter an IPv4 netmask for the management interface [255.255.255.0]: <Netmask>  
Enter the IPv4 default gateway for the management interface [192.168.45.1]: <Default Gateway>  
Enter a fully qualified hostname for this system [firepower]: <hostname>  
Enter a comma-separated list of DNS servers or 'none' []: <dns servers>  
Enter a comma-separated list of search domains or 'none' []:  
If your networking information has changed, you will need to reconnect.  
For HTTP Proxy configuration, run 'configure network http-proxy'  
Manage the device locally? (yes/no) [yes]: <no>  
Configure firewall mode? (routed/transparent) [routed]: <transparent>  
Configuring firewall mode ...  
[…]  
> 
 


1. If you need to adjust the management IP after completing the bootstrapping wizard, enter the configure 
network command from the CLI. You can verify the configuration with the show network command. 


• configure network ipv4 manual X.X.X.X X.X.X.X X.X.X.X 


• show network 
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Scenario 2. FMC Configuration 


VALUE PROPOSITION: The FTD supplies NGFW and NGIPS services such as Application Visibility and Control (AVC), URL 
filtering, and Advanced Malware Protection (AMP). A FMC is optional to configure FTD, but required to generate Risk Reports. 
dCloud provides a hosted and pre-configured FMC that follows POV best practices and includes customized dashboards 
optimized for POVs.  


Steps 


Schedule dCloud POV 


1. To schedule a dCloud POV, browse to http://dcloud.cisco.com and login with your CCO credentials. If 
prompted, select the region closest to you to set your default data center.  


Figure 6.   Cisco dCloud 


 


  



http://dcloud.cisco.com/
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2. Select Catalog from the toolbar and search for Firepower POV. Find the appropriate catalog item and click 
Schedule to setup the dCloud POV Session. Image below may not match exactly but may be a later 
version. 


Figure 7.   Catalog 


 


3. Enter the POV timeframe and click Next. Note that dcloud POVs are limited to 5-days by default. Extensions 
of up to 30 days are available by contacting support. Extensions beyond 30-days are handled on a case-
by-case basis and require additional customer opportunity information. Risk Reports are based on 5-days 
of customer traffic and additional time should only be used as required to troubleshoot receiving network 
traffic or other items.  


Figure 8.   Schedule your Session 
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4. Enter Customer Pilot/POC for Primary Use, select the Revenue Impact, and provide relevant customer and 
partner information. When finished, click Schedule.  


Figure 9.   Primary Use and Revenue Impact 


 


Connect FTD to FMC 


1. Access dCloud and select Dashboard, which will reflect the current scheduled sessions. Select View for 
the Firepower POV. 


Figure 10.   Dashboard > My Sessions 
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2. Select Details and note the Public Address for the FMC. 


Figure 11.   Public Address 


 


3. Return to the FTD CLI and complete the configuration by identifying the FMC that will manage the sensor. 
When using FMC hosted on dCloud, the network management-port must be changed to 8443. The Public 
Address from the dCloud session details will be the Firepower MC IP, the default registration key is 
C1sco12345, and the default nat-id is 12345. The registration key and nat-id are arbitrary, but must match 
the key that will be created during FMC setup. Management port can be confirmed with ‘show network’ 
command. 
 


> configure network management-port 8443  
Management port changed to 8443.  
 
> configure manager add <FMC Public IP> <Registration Key> <nad-id>  
Manager successfully configured. 
> show network 
===============[ System Information ]=============== 
Hostname                  : vftd.dcloud.cisco.com 
Domains                   : dcloud.cisco.com 
DNS Servers               : 8.8.8.8 
                            8.8.4.4 
                            198.18.133.1 
Management port           : 8443 
IPv4 Default route 
  Gateway                 : 198.18.128.1 
 
======================[ br1 ]======================= 
State                     : Enabled 
Channels                  : Management & Events 
Mode                      : Non-Autonegotiation 
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MDI/MDIX                  : Auto/MDIX 
MTU                       : 1500 
MAC Address               : 00:50:5A:FA:CE:01 
----------------------[ IPv4 ]---------------------- 
Configuration             : Manual 
Address                   : 198.18.133.10 
Netmask                   : 255.255.192.0 
Broadcast                 : 198.18.191.255 
----------------------[ IPv6 ]---------------------- 
Configuration             : Disabled 
 
===============[ Proxy Information ]================ 
State                     : Disabled 
Authentication            : Disabled 
 
> 


Licensing 


FMCs use Smart Licensing for sensors running 6.0 software or later for FTD devices. This dCloud FMC comes 
with a built-in Smart License account pre-installed. Running Firepower Threat Defense software will thus have 
the license installed directly from FMC on connection. Cisco strongly recommends FTD, but if you do require 
classic licenses for NGIPS or Firepower on ASA devices please use links below. 


1. Cisco Internal employee classic licensing 


2. Cisco Partners/Customers 


Connect FMC to FTD 


NOTE: The credentials for the FMC are Username and Session ID from dCloud for password. The username 


dcloud and the unique Session ID from dCloud for password can also be used.  e.g. dcloud/55123 


1. To add your FTD to the FMC, navigate to Devices > Device Management. Select Add > Add Device from 
the top right.  


Figure 12.   Devices > Device Management 


 
  



https://sscslt.cloudapps.cisco.com/SWIFT/SSCSLT/viewIntPubKeyGen.action?subGroup=SFIRETERMFEAT&keytype=PUBLICINTERNAL

https://communities.cisco.com/docs/DOC-55301
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2. When adding a device from dCloud, use the Host of DONTRESOLVE, the Registration Key of C1sco12345, 
and select Cisco PoV Access Control Policy from the Access Control Policy drop-down.  


NOTE: If you already registered one device with the FMC you must use a different name for subsequent devices 


such as DONTRESOLVE2. When connecting more than one device to the FMC, make sure to complete one 


setup first before continuing to other devices as to verify the FMC is building the correct connection to the 


correct device.  


3. Select the Malware, Threat, and URL Filtering Licensing options. Expand the advanced settings and enter a 
Unique NAT ID of 12345. When complete, click Register.  


Figure 13.   Add Device 


  


4. The FMC will contact your FTD and add it as a managed device. If the device is not added successfully, 
confirm that the registration keys match, the software versions are compatible, and that a network device is 
not blocking the connection. The show managers command from the FTD CLI will confirm the FMC IP 
address and view the current status.  


5. To further troubleshoot the FTD to FMC connection, enter expert mode from the CLI and use sudo pigtail 
to review debugging information. Open a TAC POV case through your Cisco GSSO CSE as required. dCloud 
support can also assist directly and connect you with TAC as needed.  
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Initial Configuration 


Object Management 


1. The variable set should be adjusted to match the monitored network. In the FMC browse to Objects > 
Object Management. Select the Variable Set on the left hand side and select  to edit the Default-Set. 


 


2. Select  next to HOME_NET. 


Figure 14.   Edit Variable Set 
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3. Click  to create a new Network Object. Provide a Name and enter Network information that matches the 
customer environment. Click Save when complete.  


Figure 15.   Create a New Network Object 


  


4. Click Include to add the New Network Object in the HOME_NET Variable. Continue by clicking Save, Save, 
Yes. 


Figure 16.   Edit Variable 


 


5. Browse to Policies > Network Discovery. Select  to delete the IPv4-Private-All-RFC1918. Click Yes to 
confirm. 


Figure 17.   Policies > Network Discovery 


1.  


6. Select  to add a new rule. Select the Users checkbox. Add the newly created HOME_NET variable 
to the right hand pane. Click Save. 
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Figure 18.   Add Rule Window 


2.  


Passive Interface 


A passive interface needs to be configured for the FTD to accept traffic from the SPAN port or tap on the 
customer network.  


1. Navigate to Devices > Device Management and select  to edit the FTD. 


Figure 19.   Devices > Device Management 
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2. Select  next to the interface connected to the evaluation network. 


Figure 20.   Evaluation Network 


 


3. Set the interface Mode to Passive. Provide a Name and check the box to Enable the interface. Then, define 
a new Security Zone named Passive. Click OK and then Save. 


Figure 21.   Edit Physical Interface 


  


4. Click the Deploy button at the top right to push the interface configuration to the FTD. 


Figure 22.   Deploy 
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5. Select the checkbox by your FTD and click Deploy. 


Figure 23.   Deploy Policies 


 


6. When the deployment completes, the interface status for the passive interface should turn green. 


Figure 24.   Interface Status 
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7. Browse to Analysis > Connections > Events. If events are not populating, verify that interfaces are 
connected, enabled, and the SPAN port or tap is functional. 


Figure 25.   Analysis > Connections > Events 
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Scenario 3. Risk Report Generation 


VALUE PROPOSITION: After allowing the system to collect customer data for at least five days, you can generate the Risk 
Reports. As of FMC 6.1, Risk Reports are now integrated into the FMC.  


Steps 


1. To generate the reports navigate to Overview > Reporting and select the Report Templates tab.  


2. Then generate the Advanced Malware, Attacks, and Network Risk Reports. These will provide actionable 
information based on the customers traffic.  


Figure 26.   Report Templates 


 


Once complete, you can access these PDF reports in the FMC and transfer them to your local system using any 
cloud based storage solution or email client. Share these reports and your findings with the customer at the 
POV close-out meeting. During the meeting focus on the win criteria established upfront and the differentiating 
value of the Cisco solution. Provide a bill of materials that positions the appropriate FTD licensed features  
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3. When complete, submit the POV for the company incentive through SIRE if supported in your location: 
www.cisco-sire.com. Note that the required proof-of-performance items are: 


• Win Criteria: Appendix A in POV Best Practices Guides 


• Data Collection Worksheet: Appendix B in POV Best Practices Guide 


• POV Outcome: Appendix C in POV Best Practices Guide 


• Risk Reports or Customer Facing Reports based on POV Best Practices Guide 


• Bill of Materials (Microsoft Excel Format): Note that there is a $10k minimum opportunity to qualify for the 
program 


Review the Cisco Funded Network Assessment Post for more information: 
https://communities.cisco.com/docs/DOC-65405.  


Device Sanitization 


After a successful partner executed POV, you will need to purge the customer data to prepare for the next POV. 
dCloud will automatically delete the FMC VM and any customer information.  


1. The customer data on the FTD is deleted when you erase and reformat the file system. Enter the following 
command to complete the process. 
> erase /noconfirm disk0: 


2. To prepare for your next POV, re-install the FTD software as described in section 6. 



http://www.cisco-sire.com/

https://communities.cisco.com/docs/DOC-65405
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Appendix A. Win Criteria 
 


 


Win criteria needs to be defined before a partner executed POV begins so that you are able to quickly 
demonstrate unique business value to the customer during the on-site engagement. This process focuses the 
engagement on the solution elements that are most important to the customer. The worksheet below serves 
as a starting point to develop win criteria for a Tactical Partner Executed POV and can be adjusted as required 
based on dialogue with your customer. 


 
Prioritize each Win Criteria in order from 1 – 8 with one being most important and eight 
being least important based on your customer’s priorities. 


 


Visibility  
Do you want to have a better understanding of the types of devices on your network and the 
applications they are running? 


Threat  
Are you concerned about bad actors in your environment and the threat that they pose to other internal 
systems? 


Automation  
Would you like to reduce the strain on your security analysts while arrive at a faster resolution of 
intrusion information? 


Reputation  
Do you value a robust reputation service that helps to limit traffic to known bad websites and actors on 
the Internet? 


Malware Detection  
Would you like to implement network malware detection with file reputation, sandboxing, and 
retrospection? 


File Blocking  
Do you value visibility of file types entering your environment with the capability to block files before 
an attack by type, protocol, or transfer direction? 


Application Control  
Are you interested in granular control of applications that helps maximize productivity and reduce the 
attack surface? 


Cross product integration  
Would you be interested in using the eStreamer API to share host and event data with third partner 
applications such as SIEM and integrate with systems such as Cisco ISE? 


What compelling factors are driving this engagement? 


 


 


Customer Name 
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Appendix B. Data Collection Worksheet 
 


 
 


Thank you for giving Cisco the opportunity to demonstrate the security posture of your network using Firepower 
Threat Defense. Please provide the following information to prepare for the evaluation. 


Network Range(s) 
 


 
 


2. Networks within these ranges that should be excluded from the above. (Note that this is a non- 
intrusive observatory system and will not footprint any of your hosts.) 


 
 


 


Time Zone 


 
 


IP Addresses for POV 


4. All should be on the same local subnet. Format: x.x.x.x 
Management IP for POV Firepower Threat Defense Sensor  
Netmask  


  
  
  
 
Default Gateway 


 


  
  
  
  
DNS Servers  


  
  (Optional) Management IP for POV Firepower MC  
  
(Optional) Management IP for POV ESXi Server  


 


 


Customer Name 


1. Network ranges to be part of the evaluation: Please provide the smallest NETMASKs possible in CIDR format 
(e.g. 10.100.0.0/16 – instead of 10.100.1.0/24, 10.100.2.0/24, etc.) 


3. Local Time Zone 
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SPAN Port configuration 


 
 


 
 


 
 


Length of Evaluation 


 


 
 
  


5. Is there a SPAN already set up that can see the traffic from the evaluated networks? 
 Yes  No Which port? 


What type of switch will the system collect SPAN traffic from? (Cisco 3850, Cisco Catalyst 4K, etc.) 


SPAN will be configured using Source Interface or Source VLANs. List sources below (VLAN 10, 20, etc.) 


6. Desired Length of Evaluation 
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Appendix C. POV Outcome 
 


POV Outcome  


Partner SE Name  


Partner SE Email  


Partner Fire Jumper  


Compelling Event  


Competitors  


POV Duration  


Technical Win or Loss  


Reason for Technical Decision  


 


 


Business Win or Loss  


Reason for Business Decision  


 


 


Cisco Deal ID  


Cisco PO or SO #  


Cisco Security Revenue  


Comments  
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What’s Next? 


This completes the Cisco FTD POV Guide. For additional support, send requests to asa-
assess@external.cisco.com. 


 



mailto:asa-assess@external.cisco.com

mailto:asa-assess@external.cisco.com
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Purpose Of Creating This Class


1. Walk the SE or CSE through a successful installation of Firepower 
Management Console (FMC) and Firepower Threat Defense (FTD).


2. Configure a Passive Interface or an Inline TAP Interface Set.


These interface types are used because they inspect copies of traffic. In a 
traditional POV, we do not want to interrupt production traffic.


3. Create an initial set of policies.


Exercise great care if a customer insists on deploying in any other mode if the 
appliance is interacting with production traffic. TAC me be required to troubleshoot







Why Are YOU Here? 







• Lead with “Workshop”
• Use Dcloud and slides to showcase a working environment


• Offer Gold Lab / Contained Demo (example CTR)
• Reduces unknown risk and shortens sales cycle to a day
• Sell it as “you would not see tons of real attacks on your environment. 


Here, you will see the worst day scenario and how this works within it. 


• If PoV, Offer Passive!
• Reduce risk of impacting live users.
• Doesn’t require TAC 


• All else fails, inline / live PoV


The Sales Process 101


= More Time To Close







“Can I turn FirePOWER on my existing edge 
ASA?”
“I just want to try it out for a while”
“We don’t need a presentation, lets just get to the 
technology”
“We can install it ourselves, just give us the 
software and install guide”


What To Avoid







• Cloud – Dcloud runs the FMC, you deploy FirePOWER solution
• Quickest deployment however must be open to their data in Cloud


• Virtual FMC and FirePOWER solution
• 2nd quickest deployment however requires virtual environment to support 


VMs and permit traffic


• Physical FMC and FirePOWER solution
• Slowest due to hardware requirements but least amount of customer 


dependencies. 


When to use which option







FTD Interface Modes


Routed/TransparentA


B


C


D


F


G


H


I


Inline Pair 1


Inline Pair 2
Inline Set


E J


Policy TablesPassive


Interfaces


Inline Tap 







FTD Interface Modes, continued…


Routed/TransparentRouted/Transparent
A


B


C


D


E


F


G


H


I


J


Interfaces


Policy and rule Tables


The appliance will be installed 
in either Routed or Transparent 
mode.  This is a global setting.


Routed:  Interfaces belong to 
different L3 networks.


Transparent:  Interfaces 
belong to different L2 networks 
(different VLANs).







FTD Interface Modes, continued…
Routed/TransparentA


B


C


D


F


G


H


I


E J


Policy TablesPassive
Passive:  A Promiscuous 
Interface receives copies of 
traffic from a SPAN port or 
TAP.


Passive interfaces are 
available regardless of whether 
the appliance is installed in 
Transparent or Routed mode.


Good POV Candidate!







Firepower Threat Defense interface modes: 
Inline pair with tap


Routed/TransparentA


B


C


D


F


G


H


I


E J


Policy Tables


Inline Tap 


Inline TAP:  Traffic passes from one 
member interface to another, without 
changing either VLAN or L3 network.  
As traffic passed, it is copied to the 
inspection engine, so traffic cannot be 
blocked.


Inline Pairs are available regardless of 
whether the appliance is installed in 
Transparent or Routed mode.


Good POV Candidate!







FTD Interface Modes, continued…
Routed/TransparentA


B


C


D


F


G


H


I


E J


Policy Tables


Inline Pair 1


Inline Pair:  Traffic passes 
from one member interface to 
another, without changing 
either VLAN or L3 network.  It 
functions as a smart wire.


Inline Pairs are available 
regardless of whether the 
appliance is installed in 
Transparent or Routed mode.


This is not a good candidate 
for most POVs. – TAC!







FTD Interface Modes, continued…
Routed/TransparentA


B


C


D


F


G


H


I


Inline Pair 1


Inline Pair 2


Inline Set
E J


Policy Tables
Inline Set:  A grouping of two 
or more Inline Pairs.


This is not a good candidate 
for most POVs.







Prerequisites







1. Firepower Management Console (FMC) hardware or ESXi server for virtual 
Management Center.  Another alternative for FMC is using dCloud.  Just be aware 
that dCloud is a shared resource, and likely will perform slower than a virtual or 
physical appliance.


2. Hardware ASA or Firepower appliance for FTD (or ESXi server for virtual)
• ASA 5506-X, 5508-S, 5512-X, 5515-X, 5516-X, 5525-X, 5545-X, or 5555-X
• FP-4110, 4120, 4140, or 4150
• FP-9300 with at least one Security Module


Have your customer setup the FirePOWER manager prior to showing 
up on site to avoid delays from provisioning IT resources. 


Hardware Prerequisites







• One (1) IP address for FMC


• One (1) IP address for FTD


• Default Gateway


• Netmask


• Domain Name


• DNS Information


• SMTP Gateway


• NTP (unless using the default external NTP servers)


Other Prerequisites







LDAP Connection (from FMC):
• 1-2 AD Service IP addresses or hostnames
• Username and Password to pull AD information
• Context where users are located (via DN)


User Agent:
• Windows system to install user agent
• Username and Password with privileges to access Security Logs


ISE:
• ISE 2.0 or 2.1 can be used as an alternate identity source instead of User Agent.


Qualify if you need this! Many PoVs do not and it reduces risk without this!


Optional Prerequisites







Default Username and Password for FTD is:
• Username – admin
• Password - Admin123


You will change these during the installation.  Make sure you record the new password!


Login Information







Required Ports for Cloud Connectivity and Automatic Updates
- 443 HTTPS/AMPQ TCP Outbound
- 80 HTTP TCP Outbound
- 32137 AMP TCP Outbound (Optional port.  Default is now 443)
- 123 NTP UDP Outbound


- 443 URL Database Updates TCP Outbound to database.brightcloud.com
- 80 URL Unknown Lookups TCP Outbound to service.brightcloud.com


Required Ports for Internal Connectivity
- 8305 Sensor Comm. TCP Bidirectional
- 53 DNS TCP/UDP Outbound
- 22 SSH TCP Bidirectional
- 514 Syslog UDP Outbound
- 3306 User Agent TCP Bidirectional
- 443 HTTPS TCP Bidirectional
- 25 SMTP TCP Outbound
- 8302 eStreamer TCP Bidirectional


Traffic Prerequisites







• First provide a demo aka “workshop”.
• Delivery a BOM to assure budget.
• Develop list of what still needs to be proved. 
• Commit that if you prove, they buy
• If onsite, send information to setup FMC and publish FMC software
• Gather expected IP info / open firewall ports
• Pre-installation setup – Install software to point of requesting IP info
• Go onsite


PoV Prerequisites Best Practices Summary







Everything you need for PoVs
https://communities.cisco.com/docs/DOC-65405


How to setup FirePOWER manager using ESXI
http://www.thesecurityblogger.com/installing-cisco-sourcefire-firesight-defense-center-on-
esxi/


PoV Documentation and VoDs



https://communities.cisco.com/docs/DOC-65405

http://www.thesecurityblogger.com/installing-cisco-sourcefire-firesight-defense-center-on-esxi/





• FirePOWER + ISE/Stealthwatch = Add an additional VM(s) to 
include the better together story


• FirePOWER security assessment = Goal to deliver “risk report” to 
show current threats and areas of concern. Free security 
assessment!


Solution PoVs + Other Uses







Install 
Firepower Management Console 
(FMC)







Ideally, you will already have the FMC software installed on the hardware or virtual 
appliance.  If not, follow the instructions in the Installation Guide to install on ESXi.


Please note FMC needs to be at a software version equal or greater than the version of 
FTD you’ll be installing on the appliance.


Instructions provided here use the Virtual FMC as the example.


Install FMC







Install FMC, continued…


1. Download the Installation File.  It will be large (greater than 1.7GB).


2. Extract the file, and deploy the OVF.  This will take about 5-20 minutes, 
depending on the server.


3. Start the new FMC virtual machine, and open a console.  This part of the 
installation will take a long time - possibly more than 1 hour.  It would be good to 
go through the first three steps prior to beginning the POV.







Install FMC, continued…
4. At the command prompt, login as 


“admin”.  The default password is 
“Admin123”


5. Configure the network settings by 
entering:


sudo /var/sf/bin/configure-network







Install FMC, continued…


6. Login to the FMC using a web 
browser by going to:


https://[ip address of FMC]


7. Change the admin user password 
and complete the network settings.  
Remember to also change the time 
zone.


8. You do NOT need to configure any 
of the updates at this time, and you 
also do not need a license key 
beginning with FMC 6.0.







Install FMC, continued…


7. You should be redirected after 
a few moments to the FMC 
Dashboard page.  It should 
look like this.


8. Update FMC software to the 
latest patch, if one is available.


9. Now it is time to install the 
FTD appliance.







FMC VM Performance Tips
The OVF file allocates 8GB of RAM and 4 CPUs for FMC, but this is not an 
optimal level for the best demo performance.


If your VMWare system has the resources to spare, the POV will perform 
better if you increase the values as below:


CPU: Change from 4 Virtual Sockets, 1 Core per Socket, to
4 Virtual Sockets, 2 Cores per Socket.


RAM: Change from 8GB, to 16GB or more.







Install FTD







FTD Device Requirements


ASA-5512, 5515, 5525:
These devices need to have one SSD-120 installed.  Newer appliances have 
these by default, but older ones will not.


ASA-5545 and 5555:
The devices need to have two SSD-120 installed.  Newer appliances will have 
these by default, but older ones will not.


ASA-5506, 5508, 5516:
These devices need to have ROMMON 1.1.8 or later installed prior to installing 
any FTD software.  Earlier versions of ROMMON are not able to boot into FTD.  
These models must have the Management interface connected to the network.







FTD Device Requirements, continued


FP-4100 and 9300:
These devices require FXOS 2.0.1 to be installed prior to installing FTD 6.1 
software.  FXOS is the software image used to configure that hardware platform 
itself.  FTD is the security image that runs on top of it.







Verifying or Installing SSD
ASA-5512, 5515, 5525, 5545, and 5555 only







Verify SSDs are Installed


From the CLI on the ASA, execute the ‘show inventory’ command.


asafirewall# show inventory
Name: "Chassis", DESCR: "ASA 5515-X with SW, 6 GE Data, 1 GE Mgmt, AC"
PID: ASA5515           , VID: V03     , SN: FTX18451114


Name: "Storage Device 1", DESCR: "Model Number: Micron_M550_MTFDDAK128MAY"
PID: N/A               , VID: N/A     , SN: MXA183701NW


If you do not see the 128 GB SSD installed (2 required for ASA-5545/5555), check to 
see if the SSD are installed by looking at the front of the ASA.  


If it appears to be installed, but not showing on the screen, power off the ASA.  Then 
pull the drive out and reinsert it.  If it still does not show up, you’ll need to contact TAC.







Updating ROMMON
if necessary – ASA-5506, 5508, 5516 only







Verify ROMMON Version


From the CLI, execute the ‘show module’ command.


ciscoasa# show module
[...]
Mod MAC Address Range Hw Version Fw Version Sw Version
---- --------------------------------- ------------ ------------ ---------------
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.2 9.6(1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A


If the version show less than 1.1.8, you need to upgrade the ROMMON.







Download ROMMON







Upgrade ROMMON
Copy the new ROMMON file to the ASA using the ‘copy’ command.  Here is an 
example using FTP (but other protocols, like TFTP or HTTP can also be used):


ciscoasa# copy ftp://admin:test@10.0.0.6/asa5500-firmware-1108.SPA disk0:asa5500-
firmware-1108.SPA


Perform the upgrade:


ciscoasa# upgrade rommon disk0:asa5500-firmware-1108.SPA


Reboot is required afterward.  Verify the ASA is now using the correct ROMMON.







Installing FTD
on ASA Appliances







Installation Notes:


These steps are applicable in each of these conditions:
• New ASA
• Existing ASA with IPS, CX, or SFR virtual module


Please note, if installing on customer-owned ASA or ASA+SFR that FTD is a 
destructive installation.  All existing configuration information, images, and licenses 
will be overwritten.


ASAs with IPS, CX, or SFR virtual modules do not need the modules to be 
uninstalled first.  However the FTD installation will remove them.







Download Boot and System Images
Installation of FTD on an ASA is a two-step process.  


1. Install Boot Image


2. Install System Image


The Boot Image will need to be on a 
TFTP Server. 


The System Image will need to be 
on a HTTP or FTP Server.







Install Boot Image


Copy the boot image to the ASA.


1. Reboot the ASA, and interrupt the boot by hitting BREAK or ESC.


2. Connect an interface to the network.  On ASA-5506/5508/5516, this must be the 
Management interface.  On other ASA models, it can be any interface.







Install Boot Image, continued…
3. From ROMMON mode, install the Boot Image:


rommon #0> address 10.0.0.7
rommon #1> server 10.0.0.60
rommon #2> file ftd-boot-96.x.x.x.cdisk
rommon #3> ping 10.0.0.60
Sending 20, 100-byte ICMP Echoes to 10.0.0.60, timeout is 4 
seconds:
?!!!!!!!!!!!!!!!!!!!
Success rate is 95 percent (19/20)
rommon #4> set
ROMMON Variable Settings:


ADDRESS=10.0.0.7
SERVER=10.0.0.60
GATEWAY=0.0.0.0
PORT=Management0/0
VLAN=untagged
IMAGE=ftd-boot-96.x.x.x.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20


rommon #5> sync


Updating NVRAM Parameters...


rommon #6> tftp


‘interface’ is not required on ASA-5506/5508/5516
‘address’ is the temporary IP address of the ASA.
’server’ should be your TFTP Server, containing the boot image.
‘gateway’ is only needed if the ASA and TFTP server are on different 
networks.
‘file’ is the FTD Boot Image you downloaded from CCO.


When you type ‘tftp’, you file will copy from your server to the ASA and 
then you will reboot and wait for the boot image to load.


On the ASA-5506/5508/5516, the boot file will end with .lfbff
On other ASA-5500-X, the boot file will end with .cdisk







Install the System Image


After the ASA boots into the Boot Image, from CLI, type:


> setup


Follow the setup script:


Cisco FTD Boot 6.0.0 (96.2.2.11)
Type ? for list of commands


firepower-boot>setup


Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]


Default values are inside []


Enter a hostname [firepower]: ftd-5506
Do you want to configure IPv4 address on management interface?(y/n) [Y]:







Install the System Image, continued…


Install the System Image:


firepower-boot>system install noconfirm http://10.0.0.129/ftd-6.1.0-xxx.pkg


######################## WARNING ############################
# The content of disk0: will be erased during installation! #
#############################################################


Do you want to continue? [y/N] y
Erasing disk0 ...
Verifying
Downloading ... If you don’t add ‘noconfirm’ the install will timeout unless you are watching the console 


and answer the prompt (about 5-10 minutes into the installation):


Package Detail
Description:                    Cisco ASA-FTD 6.1.0-xxx System Install
Requires reboot:                Yes


Do you want to continue with upgrade? [y]:







Install the System Image, continued…


Login, Accept the EULA:


firepower login: admin
Password:
You must accept the EULA to continue.
Press <ENTER> to display the EULA:


(press the spacebar 17 times to scroll through the EULA)


Please enter 'YES' or press <ENTER> to AGREE to the EULA:


System initialization in progress.  Please stand by.
You must change the password for 'admin' to continue.
Enter new password:


Remember, the default login/password is admin/Admin123


Create a new password now.


OR, press “Q” to jump to end of EULA







Install the System Image, continued…


Setup Script launches automatically:


You must configure the network to continue.
You must configure at least one of IPv4 or IPv6.
Do you want to configure IPv4? (y/n) [y]:
Do you want to configure IPv6? (y/n) [n]:
Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:
Enter an IPv4 address for the management interface [192.168.45.45]: 10.0.0.6
Enter an IPv4 netmask for the management interface [255.255.255.0]:
Enter the IPv4 default gateway for the management interface [192.168.45.1]: 10.0.0.1
Enter a fully qualified hostname for this system [firepower]: ftd-5506
Enter a comma-separated list of DNS servers or 'none' []: 10.0.0.114,10.0.0.115,10.0.0.116
Enter a comma-separated list of search domains or 'none' []: example.com
If your networking information has changed, you will need to reconnect.







Install the System Image, continued…


Finalize installation:


Manage the device locally? (yes/no) [yes]:
Configuring firewall mode to routed


In most POVs, you will not want to manage the device locally, and will want to use FMC instead.  


Local Management is used mainly for small-customer firewall deployments where simplicity is 
more important than visibility, and where IPS or AMP is not a focus.


In POV deployments, using SPAN and Inline-TAP modes, it doesn’t matter whether the firewall is 
configured in Routed or Transparent mode.  Routed is the default.







Installing FTD
on FP-4100 or 9300







Installation Notes:


These steps are applicable in each of these conditions:
• New 4100 or 9300 
• Existing 4100 or 9300 with no images assigned to security modules


The initial configuration steps performed via the console will allow for access into the 
Firepower Chassis Manager GUI.  


Firepower Chassis Manager is used for the management of the FX-OS supervisor 
and well as the orchestration of the security module(s), including interface allocation 
as well as image assignment (ASA or FTD).


If Password Recovery is needed for FX-OS, please follow the TechZone article here.



https://techzone.cisco.com/t5/Security-Services-Platform/SSP-Troubleshooting-Guide-Password-Recovery/ta-p/802505





Download FX-OS and FTD images for 9300
FX-OS 2.0.1 is needed for compatibility with FTD 6.1.  







Download FX-OS and FTD images for 4100 Series
FX-OS 2.0.1 is needed for compatibility with FTD 6.1.  







Initial configuration of FX-OS on new 4100/9300
Verify the following physical connections on the FXOS chassis:


–The console port is physically connected to a computer terminal or console server.
–The 1Gbps Ethernet management port is connected


Connect to the console port and power on FX-OS chassis.  When an unconfigured
system boots, a Setup Wizard prompt is presented requesting for information needed 
to manage the chassis.


*Detailed steps outlined in the FX-OS 2.x Configuration Guide here.



http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/web-config/b_GUI_ConfigGuide_FXOS_201/getting_started.html#task_3707D1E1167D4D2A9CA268F58109C62D





Initial configuration of FX-OS Example
Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]: n
Enter the password for "admin": <newpassword>
Confirm the password for "admin": <newpassword>
Enter the system name: FP4100-1
Physical Switch Mgmt0 IP address : 10.95.61.49
Physical Switch Mgmt0 IPv4 netmask: 255.255.255.240
IPv4 address of the default gateway: 10.95.61.62
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 171.70.168.183
Configure the default domain name? (yes/no) [n]: yes
Default domain name: IrvineLab.demo


Following configurations will be applied: 
Switch Fabric=A
System Name=FP4100-a
Enforce Strong Password=no 
Physical Switch Mgmt0 IP Address=10.95.61.49 
Physical Switch Mgmt0 IP Netmask=255.255.255.240 
Default Gateway=10.95.61.62 
IPv6 value=0 
DNS Server=171.70.168.183
Domain Name=IrvineLab.demo
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes







View Management IP of 4100/9300 Chassis
To view the current IPv4 management IP address: 


Set the scope for fabric-interconnect a: 
FP4100-1-A# scope fabric-interconnect a 
View the IP:
FP4100-1-A /fabric-interconnect # show


*Detailed steps outlined in the FX-OS 2.x Configuration Guide here.



http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/web-config/b_GUI_ConfigGuide_FXOS_201/getting_started.html#task_3707D1E1167D4D2A9CA268F58109C62D





Change Management IP of 4100/9300 Chassis
If the chassis was previously configured, the Setup wizard will not be displayed.  The 
management IP address will need to be manually changed.    


Enter the following command to configure a new management IP address and 
gateway: 


FP4100-1-A /fabric-interconnect # set out-of-band ip <ip_address> netmask
<network_mask> gw <gateway_ip_address> 
Commit the transaction to the system configuration: 
FP4100-1-A /fabric-interconnect # commit-buffer 


*Information about viewing and changing management IP available in FX-OS 2.x 
Configuration Guide here.



http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/web-config/b_GUI_ConfigGuide_FXOS_201/system_administration.html?bookSearch=true#id_28463





Access Firepower Chassis Manager
With Management IP defined, we will be 
using the Firepower Chassis Manager GUI 
to finish the configuration. Using a 
supported browser:


Mozilla Firefox – Version 42 and later 
Google Chrome – Version 47 and later 


enter the following URL in the address bar: 


https://<chassis_mgmt_ip_address>


where <chassis_mgmt_ip_address> is the 
IP address of the FXOS chassis that you 
entered during initial configuration. 







Upload FX-OS and FTD Images to FCM
From the FCM interface, go to System>Updates:







Upload FX-OS and FTD Images to FCM Cont’d
Click Upload Image, individually upload the FX-OS and FTD images







Upload FX-OS and FTD Images to FCM
Both images should now exist in FCM.







Upgrade FX-OS Image
2.0(1.23) is currently installed, we will upgrade to 2.0(1.37).  Click the Upgrade icon next to 
the correct image. 







Upgrade FX-OS image Cont’d
Accept warning message.  


Upgrade might take a little time, so be patient.







FX-OS Upgrade Completed
The chassis will reboot to finish the upgrade.  The Overview dashboard should now 
indicate the new FX-OS image version after logging back into FCM after the reboot.







Enable Interfaces that will be Assigned to FTD
Under Interfaces, enable the interfaces that will be assigned to FTD.  In this example, we 
will assign interfaces Ethernet 1/1 – 1/3 to FTD.







Configure interfaces, define one interface for FTD MGMT
Edit the interfaces to modify the speed and type of interface.  One interface MUST be 
defined as MGMT for FTD (in this example Ethernet 1/3).







Assign FTD Image to the Security Module
Go to Logical Devices, click Add Device.







Assign FTD Image to the Security Module Cont’d
Assign a Device Name, choose Firepower Threat Defense as the Template, and select the 
FTD image version that was previously uploaded.  Click OK, which will lead you to the 
Provisioning page.







Assign Data Interfaces to the Security Module
In the Logical Devices Provisioning page, select interfaces under Data Ports to assign to 
this FTD instance.  Notice that Ethernet1/3 is missing in this example, as it was previously 
changed from the default interface type of DATA to MGMT.  







Assign Data Interfaces to the Security Module Cont’d
Data Interfaces assigned (Ethernet 1/1 and 1/2).







Configure FTD Instance
Click on the FTD instance to configure the Management Interface as well as other settings.  
Under General Information, assign IP information to the Management Interface.  







Configure FTD Instance Cont’d
Under Settings, enter the Firepower 
Management Center information along with 
other network settings and firewall mode.  


Registration Key—user-defined shared key 
between FTD and FMC to establish 
connectivity.  The same key needs to be used 
in FMC under Devices>Device Management 
when adding FTD.


Password—assign admin password for FTD







Configure FTD Instance Cont’d
Under Agreement, the FTD EULA will be 
displayed.  The agreement is automatically 
accepted (grayed out).


Click OK.  







Completed FTD Instance Configuration
FTD Instance is completed.  Click Save.







FTD Configuration Pushed to Security Module
Status will change from Starting…


To Started…







Successful FTD Instantiation
To finally Online!  Installation of FTD on the security module is now complete.







Successful FTD Instantiation Con’d
Verify under Security Engine for status and application of the security module.


Hardware State—Up
Service State—Online
Power—On
Application—Cisco Firepower Threat Defense


FTD should now be ready to be added into Firepower Management Center.







Use CLI to Verify that FTD is ready to be added into 
FMC







Add FTD Appliance to FMC







Enable Smart Licenses


From the FMC Web Interface, click on System -> Licenses -> Smart Licenses.


Select “Evaluation Mode”.  This will enable all licenses for a 90-day period.







Add FTD to FMC


From the FTD CLI, define the FMC:


> configure manager add 10.0.0.52 randomword


Whichever phrase you choose here instead of 
“randomword” will also need to be entered on the FMC.







Add FTD to FMC, continued…


On the FMC web interface, click anywhere you see the link:
Click here to register a device.


If you don’t see the link, click on the Devices tab, and then the Add button on the right 
side of the screen.







Add FTD to FMC, continued…


Enter the IP address, Display Name, and 
Registration Key.


Select all of the licenses, and then click on the 
pulldown for Access Control Policy, and select 
Create new policy.







Add FTD to FMC, continued…


Provide a name for this Access Control Policy, 
and select Intrusion Prevention for the Default 
Action.


Click Save


Click Register







Device Configuration







Configure Passive Interface


Click on Device Name to edit it.  Alternatively, click on the pencil icon.


Then, select an interface and edit it by clicking on the pencil icon next to the 
interface name.







Configure Passive Interface, continued…


If connecting FTD to a SPAN port or TAP, you’ll need a Passive interface.


Set Interface to Passive Mode.
Give it a name.   (Passive is fine)
Define a new Security Zone.  (Passive is fine)


Click OK


Click Save







Configure Passive Interface, continued…
Click on Policies, and then select the POV Policy.


Click the paper icon by the Intrusion Policy at the bottom right.


Enable Logging, and click OK.







Configure Passive Interface, continued…


Click the Deploy button at top right of screen.


Select the checkbox by your FTD device.


Click Deploy







Deployment Status


Note:  You can view the status of a Deploy by clicking the Green checkmark 
icon.







Configure Passive Interface, continued…


When the deployment completes, the interface Status for the Passive 
interface should turn green.







Check Traffic


Click on ‘Analysis’ -> ‘Connections’ -> ‘Events’.


You should see traffic passing the device.  If you don’t, verify interfaces are 
connected, enabled, and the SPAN port is functional.







Helpful Tips
FTD should not be powered off with a switch or by pulling a power cord.  Disk corruption 
can occur, and can cause problems with deploying policies or upgrades later.


To power off an FTD device (Option 1):


Devices -> Device Management
Select your device
Click on Devices
Click on the Red Stop symbol


To power off an FTD device (Option 2):


From CLI, type:  shutdown







Alternate Device 
Configuration for Inline TAP







Alternate:  Configure Inline TAP


Click on Device Name to edit it.  Alternatively, click on the pencil icon.


Click one of the interfaces that will be sending/receiving traffic and edit it by 
clicking on the pencil icon next to the interface name.







Alternate:  Configure Inline TAP, continued…


Remember, an Inline TAP will pass all traffic through to the other member of 
the Set, and copy packets for inspection, but not interrupt traffic flow.


1. Leave Interface Mode as ‘None’.
2. Enable the Interface.
3. Give it a name.   (TAP-Inside is fine)
4. Define a new Security Zone.  (Inside-Zone is fine)


Click OK


Click Save







Alternate:  Configure Inline TAP, continued…


Repeat the process for the other Set member.


1. Leave Interface Mode as ‘None’.
2. Enable the Interface.
3. Give it a name.   (TAP-Outside is fine)
4. Define a new Security Zone.  (Outside-Zone is fine)


Click OK


Click Save







Alternate:  Configure Inline TAP, continued…


Click on ‘Inline Sets’, and then on ‘Add Inline Set’ button.


Give the Inline Set a name (like Inline-TAP), and 
add the available Interface Pairs.


Click on ‘Advanced’.







Alternate:  Configure Inline TAP, continued…
Click the options to enable ‘Tap Mode’, and also to ‘Propagate Link State’.


If you do not put it in Tap Mode, 
you will potentially block 
customer’s traffic, depending on 
the policy configurations, and 
whether or not the appliance 
detects an attack or Security 
Intelligence hits.


Remember Inline Sets and Inline 
Taps are different than 
Transparent mode in that the 
same VLAN exists on both sides.







User Agent Configuration 
(optional)







About Identity
There are currently three ways to authenticate users against Microsoft Active 
Directory.


1. The Sourcefire User Agent passively watched Active Directory authentications 
and allows FTD to enforce policy based on username or group membership.


2. Identity Services Engine uses the 802.1x authentication used to access the 
wired or wireless network and makes the information available to FTD.


3. Web Authentication prompts each user to authenticate via web page.


Sourcefire User Agent is likely the easiest to deploy during a POV.







Download Sourcefire User Agent (SFUA)







User Agent Information
How difficult is it to setup?


In most cases, it is easy to setup and configure.  It should only take a few 
minutes.


How does it work?


SFUA will monitor the security logs in Active Directory, making login/logout 
information to FMC.  FMC will query AD via LDAP for group memership
information.


Install on a Windows Server.  It should not be the AD Server.  







Create Realm
Click on ’System’ -> ‘Integration’ -> ‘Realms’


Select ’Add a new realm’







Create Realm, continued…
Enter the relevant information for the 
customer’s Active Directory.


An LDAP browser, like Softerra LDAP 
Browser for Windows, can help if you have 
problems with syntax.


http://www.ldapadministrator.com/download.htm


Click ‘Test’ when finished, and then ‘OK’.



http://www.ldapadministrator.com/download.htm





Create Realm, continued…
Click on ‘Directory’


Select ’Add directory’ and enter relevant information.


Click ‘Test’


Click ‘OK’







Create Realm, continued…
Click on ‘User Download’


Click ‘Download users and groups’, and configure a download frequency.


Either Include the AD groups your customers wants to include in policy decisions, 
or Exclude those they don’t want, and Save.







Create Realm, continued…


Activate the Realm by clicking the slider.







User Agent Information
How difficult is it to setup?


In most cases, it is easy to setup and configure.  It should only take a few 
minutes.


How does it work?


SFUA will monitor the security logs in Active Directory, making login/logout 
information to FMC.  FMC will query AD via LDAP for group memership
information.


Install on a Windows Server.  It should not be the AD Server.  







Associate User Agent…


Click ‘Identity Source’, and then click ‘User Agent’


Enter the IP address or hostname 
of the Windows server you 
installed the User Agent on.







Create Identity Policy
Click on ‘Policies’ -> ‘Identity’, and Create an Identity Policy


For a Passive deployment, you only need a single rule, but if your customer wants 
to enforce policy, and wants Active Directory to be used in the policy, you’ll need to 
define which traffic has Identity enabled.


Note:  Active 
Authentication requires 
Routed interfaces, but is 
not required in a 
standard POV.







Add Identity to the Access Control Policy
Click on ‘Policies’ -> ‘Access Control’, and edit your Access Control Policy.


In the top right, click on the Identity Policy:  None link.


Select the POV Identity Policy.







Add Identity Policy, continued…
Edit any Access Control rule, or create a new rule, and click on ‘Users’ to verify you 
are seeing user and group information.


If you don’t see any users or 
groups, make sure you’ve 
downloaded users and groups 
from the Identity Policy at least 
once.


Hit Cancel on the rule change, and 
then Save and Deploy your 
changes.







Initial Policy Configuration







Policy Overview


FMC has several different policies, but most are not used except for initial configuration.


Frequently:


• Access Control
• Intrusion
• File & Malware


Occasionally or only on Initial Setup:


• Network Discovery
• Health
• Correlation
• DNS
• Identity
• SSL
• Prefilter
• Network Analysis







System Configuration
Click on ‘System’.  Very little should be modified here.  The focus will be on Email 
Notification and Time Synchronization.


1. Define the customer’s SMTP Relay.


2. Click the ‘Test Mail Server Settings’ 
to send a test email. 







System Configuration, continued…


3. Verify the NTP settings are correct.







System Configuration, continued…
Optional Setting:  The Virtual FMC has a default size of 1,000,000 events in the 
Connection Database.  Hardware FMC has a much larger size.  Depending on the 
logging you enable, and the amount of traffic being monitored, you will exceed 
1,000,000 events in hours or just a couple days.


4. Increase the Maximum Connection 
Events to NO MORE than 
49,000,000.  (A smaller value will 
improve performance, so I typically 
start with 10,000,000 instead.)


5. Click ‘Save’







Network Objects
Network Objects can be used in many places to simplify rules, searches, and reports.  
However, this step can be considered optional unless there are segmented networks 
that might need special attention.  


To add objects, click ‘Objects’.







Variable Sets
Variable Sets are used to define ports and networks for use throughout the product.  
The POV will provide better results if the variables are customized.


Click ‘Objects’ -> ‘Variable Set’, and then click ‘Add Variable Set’.


1. Give your Variable Set a name 
(cannot use spaces).


2. Define HOME_NET as the IP 
addresses the customer uses.


3. Define EXTERNAL_NET as 
excluding the IP addresses the 
customer uses.







Security Intelligence
Security Intelligence is the ability to Block or Monitor traffic to/from hosts that are known 
to participate in different types of unwanted behavior.  For example, you likely do not 
want hosts that are know to attack other networks, or who participate in Botnets to 
communicate with your hosts.


Firepower 6.1 supports both IP address lists, as well as DNS and URL.  In order to take 
advantage of these feeds, you need to initially Update the Feeds.


Click ‘Objects’ -> ‘Security Intelligence’ -> ’Network Lists and Feeds’, and then click the 
‘Update Feeds’ button.







Network Discovery Policy
The Network Discovery Policy defines which areas of the network you’d like FMC to 
learn about hosts, users, and applications.  In general, this should be ALL of the IP 
addresses used by the customer.


By default, FMC is set to learn Applications from the entire world.


1. Delete the default entry (0.0.0.0/0) by clicking on the Trash icon.







Network Discovery Policy, continued…
2. Click ‘Add Rule’ and add the customer’s networks.  (you can use 


Network Objects if they were defined earlier)


3. Click ‘Save’.







Network Discovery Policy, continued…
4. Click the ‘Advanced’ tab.


5. Set “Capture Banners” to Yes.
This setting improves the accuracy of the 
application detection capability.


6. Click the ‘Deploy’ button.







Check Traffic
Click on ‘Analysis’ -> ‘Connections’ -> ‘Events’.


You should notice the colors of the computer icons have changed in many cases.  


Blue – Host on Customer’s Network.  
Grey – Host not on Customer’s Network.  
Red – Host with IoC (Indicator of Compromise) on Customer’s Network.







File Policy
In a POV, we want a File Policy that only 
Monitors for Visibility Purposes







Malware & File Policy


3. Add Rule


4. Select All File Categories, and 
Spero Analysis for MSEXE


5. Save


1. Select ‘Policies’ -> ‘Access Control’ -> ‘Malware & File’ 2. New File Policy







Malware & File Policy, continued…


6. Add another Rule


7. Select ‘Dynamic Analysis 
Capable’ as well as ’Spero
Analysis for MSEXE’


8. Save


9. Save Policy


Note:  Dynamic Analysis will transmit Unknown files to the Talos cloud 
for analysis.  If the customer is sensitive to this, skip this second rule.  
Optionally, you could exclude NEW_OFFICE and PDF from the 
included file types to reduce the chance of sending sensitive data.







Intrusion Policy







Intrusion Policy
1. Select ‘Policies’ -> ‘Access Control’ -> 


‘Intrusion’


2. Create a New Policy


3. Uncheck ‘Drop when Inline’


4. The ‘Balanced Security and Connectivity’ 
base  policy is usually a good policy to start 
with.


5. Click ‘Create and Edit Policy’







Intrusion Policy, continued…
6. Type “malware” in the Filter line and 


press ENTER.


7. Check the checkbox on the blue line to 
select all rules.


8. Click on ‘Rule State’ and select ’Drop and 
Generate’.


9. Clear the filter, and then click on ’Exploit 
Kit’ in the Category list.  Select these, as 
well, and set them to ‘Drop and 
Generate’.







Intrusion Policy, continued…
10. Consider looking at other Categories, as 


well.
• Blacklist
• PUA


11. Click on ‘Policy Information’.


12. Click on ‘Commit Changes’.







Access Control Policy







Access Control Policy
1. Click ‘Policies’ (or you can click ‘Policies’ -> ‘Access Control’)


2. Select your Access Control Policy.  To edit it, you can click the name 
of the policy, or click the pencil icon.


3. Click the Green $ sign on the bottom of the page and select the POV 
Variable Set you created earlier.







Access Control Policy, continued…
4. Click ‘Add Rule’.  


Name – Inspection Rule
Action – Allow
Insert – into Default


5. Click ‘Inspection’
Intrusion Policy – POV Policy
File Policy – Detect Malware
Variable Set – POV Variable Set







Access Control Policy, continued…


4. Click ‘Logging’.  
Log at Beginning and End


5. Click ‘Add’.  







Access Control Policy, continued…


6. Recommended URL Monitoring
Create ”URL Monitor” rule, 
inserting it ABOVE Rule 1.


7. Click ‘URLs’


8. Select ‘Any (Except 
Uncategorized)’, as well as 
’Uncategorized’, in the first 
box.


9. Select ‘5 – Well Known’, and 
click ‘Add to Rule’


10. Enable Logging, and Click 
‘Add’.  







Access Control Policy, continued…
11. Policy should look like this.


12. Click on ‘Security Intelligence’.


13. Select ‘Attackers’ thru ‘Phishing’.


14. Click ‘Add to Blacklist’.







Access Control Policy, continued…
15. Select the objects in the Blacklist box, and right-click to 


set to ’Monitor-only’.


16. Click the ‘URLs’ tab and repeat the same settings.


17. Click ‘Save’ and then Deploy the settings.







Advanced Tab: Default Network Analysis Policy







Break or Lunch Time







Check Traffic
Click on ‘Analysis’ -> ‘Connections’ -> ‘Events’.


Ideally, FMC will need a couple hours to “learn” the network now.  This is a good 
time to go to lunch, take a long break, or stop for the day.


All initial setup steps have been completed.







Post-Install Steps







Configure Updates







Rule and Geolocation Updates
Click on ‘System’ -> ‘Updates’, and then click on ‘Rule Updates’.


Enable Recurring 
Updates.  It’s a good idea 
to also manually update 
everywhere, as well.


Click on ‘Geolocation 
Updates’ and enable 
recurring updates, as well.







Vulnerability Database and System Software
Click on ‘System’ -> ‘Scheduling’, and then click on ‘Add Task’.


Create a Task to 
Download Latest Update
on a scheduled basis.


When creating Recurring 
Tasks, make sure you 
select Tomorrow’s date as 
the Start On.  Otherwise, 
you’ll get an error later.







Vulnerability Database and System Software


Create another Task to 
Update the Vulnerability 
Database.


We strongly recommend 
against automatically 
updating Software, but the 
Vulnerability Database is 
good to update.







Update URL Database
Create a Task to update 
the URL database.


See this list to understand 
what other types of tasks 
you can create, if needed:







Firesight Recommendations







Enable Firesight Recommendations
Click on ‘Policies’ -> ‘Intrusion’, and then edit the intrusion policy you created earlier.


Firesight Recommendations 
are useful for automatically 
tuning the IPS policy for 
your customer’s 
environment.  It is most 
effective after the system 
has had a minimum of 
several hours to “learn” the 
network.







Enable Firesight Recommendations, cont…
Click on ‘Advanced Settings’, and Uncheck the option to Disable Rules.


In production deployments, 
customers will often leave 
this setting Checked, but in 
a POV, it is best to Uncheck 
it and leave more rules 
enabled.


Click ‘Generate and Use 
Recommendations’.







Enable Firesight Recommendations, cont…
Click on ‘Policy Information’


Verify Firepower is 
changing several rule 
states, and leaving most 
enabled.


Click ‘Commit Changes’


Deploy Changes.







Risk Reports







Risk Reports
Click on ‘Overview’ -> ‘Reporting’ -> ‘Report Templates’


Risk Reports are executive-
style reports, and are 
integrated into the 6.1 FMC 
release.


These reports should be run 
near the end of the POV 
rather than at the beginning.  
It is recommended to wait a 
minimum of one week 
before running them.







Risk Reports, continued…
Click on the “Generate” icon:  


Complete the Input 
Parameters, and select the 
time period.
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